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1. BBepgeHue

OTO pyKOBOACTBO MO YCTAHOBKE U HAcTpoKKe (ganee — PJ, pykoBoACTBO MO aKcnfyaTauum)
WHTENNeKTyanbHbIX G6IOKOB pacnpeaeneHnst NuTaHns REM™ BTOpPOro nokonenus (ganee — PDU).
B koHTekcTe onucaHua dyHKUMA ocHoBHOro koHTponnepa PDU Takke OymeT ucnonb3oBatbes
TepMuH «KoHTponnep».

PDU npegHasHadeH  ans opraHusaumm nuTaHns CepBEepHbIX  CTOEK MU
TEeNEeKOMMYHUKaALUMOHHBIX LiKad)oB, MOHUTOPMHra napameTpoB 3MeKTponuTaHus, cbopa AaHHbIX C
MOAKIMIOYEHHBIX JAaTYMKOB, OpPraHn3aummn fokanbHOW OXPaHHO-MOXAPHOW CUrHanNn3aLmmn, KOHTPONs u
nogaepaHus Mukpoknumarta. OCHOBHbIM KaHanom cBsidu KoHTponnepa siBnseTcs npoBOAHON
nHTepdeinc Ethernet 10/100BASE-TX. MopaepxusaeTca nepegava AaHHbIX MO NPOTOKOMaM:

SNMP v1, v2c, v3;

Modbus TCP;

yAanéHHoe BeeHWe XXypHanoB Mo npoTokony syslog;

MOHWUTOPWHT 1 ynpasneHue vyepes Beb-uHtepderc no npotokonam HTTP n HTTPs;
oTnpaBka coobweHni no SMTP (c wwudpoBaHvem pgna nybnmyHbIX e-mail-
cepBepoB, Hanpumep, mail.ru);

aBTopu3auus B Beb-nHTepdence yepes RADIUS;

obHoBneHue yepes Bed n TFTP;

CuHXpoHu3auus BpemeHun ¢ NTP-cepeepom;

ynpaBreHne 4vepe3 uHtepdenc komangHon ctpoku (CLI, ot aHrm. command line
interface) no npotokony SSH.

,U,J'Iﬂ paclmnpeHnda KonnyecTea ynpaBiaeMblX PO3ETOK MOXHO NMOAKMKYNTE AONOSTHUTENIbHbIE
KackagHble 6510kun po3eTok (aanee — Cascade PDU nnu CPDU).

Mmeetca poctyn k BebG-mHTepdpency KonTponnepa uyepes USB gna nepBoHauanbHoMn
HaCTPOWKM.

Moppmepxka USB-LAN-agpantepa RS-LAN21G (1Gigabit Ethernet USB-C adapter)
nossonseT nogkmoumTe BTOpon LAN-uHTepderic k KoHTponnepy u ucnonb3oBatb ero nvbo B
N30NMPOBaHHOM pexume, OO B pexrMme CeTeBOro MocTa (Hanpumep, And nocnegoBaTenbHOro
noaknoYeHns Heckornbknx PDU Kk ogHOMY NopTy ceTeBOro koMMmyTtaTtopa).

®PyHKUMA CTOpOXa No AOCTYNHOCTU ycTporcTB B ceTu (Ping Watchdog) ¢ HacTpavBaembim
neproaomM onpoca MOXeT NPOM3BOAWTL Nepesarpysky 3aBucLIero 06opyaoBaHus.

BcTpoeHHbI aOuchne no3BONSeT KOHTPOMMpOBaTb COCTOsSIHME PO3eTOK, [aTuyuMKOB,
NOOKITHOYEHHBIX BHELLHUX YCTPOUCTB.
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MogenbHbIn psa, KpaTKMe yKa3aHws MO HaCTpOWKe, KOMMMEKT MOCTaBKU W rapaHTUiHbIe
obsasatenbcTBa nNpvBedeHbl B nacrnopTe M KpaTkom pykoBoacTBe Mo akcnnyatauunm (lMacnopt).
B pasgene «TexHnyeckas nogaepxka» no CCbIfke HUKE MOXHO 3arpy3vTb cneaytoLme danno:

HacTosiwee P3 nocneaHen Bepcun,

nacnopt PDU,

nocnegHue obHOBMNEHMS NPOrpaMMHOro obecneyeHus,
MIB-dann gns pabotbl no SNMP,

wabnoH ana cuctembl Zabbix,

yeptexu PDU.

https://www.cmo.ru/support/tp rem/rem2mc/

2. YKaszaHusa no TeXxHuKe 6e3onacHoCcTu

Hactosdwee P3O cogepXuT ykasaHusi, KOTOpPble OOSKHbI BbINOMHATLCA MPU  MOHTaxe,
aKcnnyaTaumm n TexHmyeckom obenyxumeanHumn PDU.

lMoaTtomMy neped MOHTaXXOM M BBOAOM B 3KCNyaTauuio OHWM obs3aTenbHO AOMKHbI ObiTb
n3yyeHbl 0BCnyxXmnBawLWmMM NepcoHanom unu notpebutenem. PO AOMmKHO ObITb 4OCTYNHO Ha MecTe
akcnnyaTtaumm PDU. lMNpwu BbinonHeHun paboT gomkHbl cTporo cobniogatbecs TpebosaHuns MNTH u
MY3 v ykasaHwus, npusBedéHHble B PykoBoacTse.

OnacHocTb nmopaxeHus — anekTtpudeckum  Tokom!  Kateropumyeckn  SAMNPELWLAETCA
OeMOHTUpoBaTb Ha paboTawuwem o6opyaoBaHUM ONoKMpywWMe WKW  NpeaoxXpaHUTEnbHble
YCTpOMCTBA.

TexHnyeckoe oGCnyXuMBaHWE MPOM3BOAMTL TOMbKO MPU OTKMOYEHHOM OT 3MEeKTPUYECcKoWn
cetn obopyaoBaHun. Cpasy ke MO OKOHYaHMM paboT AOMKHbl ObiTb CHOBA YCTAHOBMEHb! MMM
BKIHOYEHbl BCE JEMOHTUPOBAHHbIE 3aLLMTHbIE UMW NpeaoXpaHUTErNbHbIe YCTPOMCTBA.

HecoGniogeHue ykasaHuWii Mo TeXHUKe Ge3onacHOCTM MOXET MoBMeyb 3a cobol onacHble
nocrneacTeus ONs 340POBbs U XXM3HW YerloBeKa, a Takke co3daTb OMacHOCTb AN OKpyKaloLlen
cpeapbl U 060pyaoBaHMS.

HecobniogeHue ykasaHuii No TexHuke 6e3onacHOCT BeAET K aHHYNMPOBaHMUIO BCEX MNpaB Ha
Bo3MelleHue yulepba.
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Bce  nogkntoyveHusi  BHELWHUX — Uenei  OOSKHbI  MPOM3BOAUTLCS B CTPOrOM
nocrnegoBaTenbHOCTW, YykasaHHoW B P3; B cnyyae HenpaBunbHOro nogkntodeHna PDU
npeanpuaTne-n3roToBuTenb He HECET OTBETCTBEHHOCTYM 3a Bbilweawni ns ctpos PDU u ctopoHHee
obopyaoBaHue.

Mepea Havanom nobbix nogkntoveHnn PDU gormkeH 6bITb HAOEXHO 3a3eMIIEH.

d
é
i 94

He ponyckainTe nonagaHus Bnaru BHyTpb KoHTponnepa.

3. TpeboBaHuA K ob6cnyXxuBarowemy nepcoHany

lMepcoHan, BbIMONHSAOLWMIA MOHTaX 060OpYAOBaHNSA, a TaKkke TeXHUYeckoe obcnyxunsaHme u
SKCMfyaTauuio, JorkeH u3yuntb PO, wmeTb pgonyck Kk paboTam C  9neKkTpoycTaHOBKammu
HanpsxeHuem go 1000 B n obnagatb Heobxogumown kBanudukaumen onsa BbINONHEHNS YKa3aHHbIX
BMAOB paboT. OTBETCTBEHHOCTb 3a TEXHUKY 6e30nMacHOCTM NpW BbINOMHEHUW paboT Bo3naraeTcs Ha
pykoBogutens paboT B COOTBETCTBUM C HOPMaTUBHbIMW [OKYMEHTaMU U OEWCTBYIOLUUM
3akoHogartenbctBom P®. Ecnn y 3aka3umka OTCYTCTBYET KBanuuuupoBaHHbLIM nepcoHarn,
HeobXx0AMMO MpuMBMEYb  CNeuuanu3npoBaHHYKD  OpraHu3auuio, WMeloLWyl  NULUEH3NK  Ha
NPOM3BOACTBO AaHHbIX BUOOB paborT.

4. UcnonHeHuA n nopsiaokK popMmmpoBaHnUs apTUKyna

PDU moxeT umeTb 0AHO U3 TPEX UCMOMHEHNI:

1) oTgenbHbIM KOHTPONNep B Kopryce AnvHon 220 Mm,
2) ropusoHTanbHbI Moaynb AnvHon 440 mm B 19’ CTOMKY,
3) BepTuKanbeHbI Moaynb AnuHon oT 440 go 2100 mm.

4.1. nopsgok dopMUpoBaHUA apTUKyIa
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Mpumep: R-2 MC3-3x16 -30xC136xC19 MCL 1820-3-3PN
Aptukyn:R-x Mcx, -X, -X, X, X, -X; X, -X; -X,

T
X6: hopm-thakTop (AnuHa), MM
® 2201 — 0oToBNEHLI KOHTROMMER

8 440 19

» bonee 440 - eeprukanssse FOU
X7: Beog nuTaHus

o 1.8 — WHyp anuHoR 1.8 m

® 3 = WHyp anvuoin 3.0 m

X7: Beoa nuTaHua

® 1.8 = WHyp annHon 1.8 m

® 3 — WHYP AnuHoR 3.0 w

X9: usera npotchuna

® B —yepHLIn

o W - Benbii

o N — HEKPALIEHBIA ANIOMHHIA

W3mepenwe sHepronoTpeGnexun (ynpaenexue)
o Il — Ha BBO0E NWTAHKURA

e MCI - Ha BBOJE NWTEHWUA C yNIpaBNEHWEN N0 PO3ETKAM,
® ML — Ha BBOAE NUTAHMA W NO POIETHAM

o MCL - Ha 8B0A& NUTaHWA ¥ N0 PO3ETKaM

€ YNPaBMEHUEM NO POIETHAM

NononHuTenkbHbIE KOMNOHEHTEI
A4: A-aaToMar aawuTel 164

Konuuectso w Tun po3eTok
Bupa NxLS/C13/C19, rpe:

® | — YuCno POIETOK B TRYMINE, NOMKNIHMEHHEIX

Ha KaMabIA KaHan ynpasneHns wunm naMepeHis,
[ns 0OuHOHHE po3eTok L He ykaabIBaeTCR.

& N~ YKCND KaHANOB ANA JAHHOM TUNa POIETOK (rpynn).
Ons oaHol posetin Ny He yraskiaaetcs;

o [lonycTumo Takoe: 6x(5C13-C19)

X1: Habop nopToB KOHTPONNEpa
® 1 = CTEHAAPTHEI

® 3 - DACLIMpEHHEIA

® 4 —pacw. +2 eeixopa pene 16A

o § - paclunpenHsiit AnA 3-x daaHbIx
X2: HOMMHaNbHBIW TOK

H HanpAXeHWe Ha BBOOE, A
¢ 10, 16, 32 (oprodaneie 230VAC, 50/600My),
o 3x16, 3x32 (1pexdasisie 400VAC, S0/60MY)

X: NokoneHue
& <Het= — POUYT
e 7 - POUWVES
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5. YKasaHusl N0 MOHTaXxy

5.1. MoHTax KabenbHoro BBoaa

BapunaHTbl MOHTaxa kabernbHOro BBOAA npeacTaBneHbl Ha pucyHke 1. Komnnekrtywowme ans
MOHTa)Ka BXOOAT B KOMMMNEKT NOCTaBKW.

5.2. MoHTax ropusoHTanbHbIX 6510KOB

I'Iopﬂp,0|< MOHTaXa ropn3oHTarbHbIX 6nokoB npeacrtaBlieH Ha PUCYHKe 2

2. Vispenua agnuHon 220mm yctaHasnueawTca B 107 KOHCTpykTuBblL. UM3genua gnuHon 440mm
ycTaHaBnmBarTcs B 19” KOHCTPYKTUBBI.

MonTax N3oenus MonTax N3penusa

Ha ctaHgapTHble 19” KOHCTPYKTMBBI Ha opraHamsepbl C OTBEPCTUAMMU ans
Ge3MHCTPYMEHTanbHOro  MOHTaxa  Mnpu
MOMOLLM MOHTaXHbIX LUTUTOB.
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MoHTax KOHTponnepa yaaneHHoro ynpasieHna 1 MOHUTOPUHIra Ha MOHTaXXHYH0 NaHersb

Puc 2. MNopsaaok MOHTaXa ropnsoHTanbHbIX 6510KOB

5.3. MoHTax BepTUKanbHbIX 6110KOB

Mopsaok MOHTaxa BepTuKanbHbIX 6110KOB NpeacTaBneH Ha pucyHke 3

YcTaHoBKa Ha MoHTax N3genus Ha
W3genve kpoHwTenHa opraHansepbl C OTBEPCTUAMM
YHUBEPCanbHOro Ans 6e3nHCTPpYMEHTanbHOro MOHTaxa

npu NOMOLLN MOHTaXHbIX LIJTI/Iq)TOB

MoHTax N3genna Ha weennepsl

IOHUTOBbIE B LWKadax LWMPUHON

600 MM MpY MOMOLLM MOHTaXHbIX
LWTndTOB 1 WIBENNEpPHbIX

KPOHLUTENHOB
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MoHTax N3pgenus Ha MonTax N3genua B ctonkn CTK
LIBENNEPLI OHUTOBbLIE NPV NOMOLLIN MAACTUH MOHTaXHbIX

B Wkadpax wupuHon 800 Mm

Puc. 3. Mopsagok MoOHTaXxa BepTUKamnbHbIX 6510KOB

6. Mopspok noaknoyeHUs K KOHTponnepy PDU

6.1. Cxema nogknrovyeHus

Cxema noakniyYeHns aT4ymkoB 1 BHewwHUx yctponcts kK PDU npuBeneHa Ha 4.

Mepen Havanom paboTbl HeobxoamMmo 3azemnute PDU, a Takke 3a3eMnuTb NogknovaeMble
YCTPOWCTBA, €CNn 3TO NO3BONAET UX KOHCTPYKLMS.
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MofkniodeHue gaTumkos K DIO W w2 I‘ 10k
o o = / 2\\ 2\ [
Z-cia o O } | |
oo ¥ Ga Y 4 3 4 3 |
0 000 ¢ V ‘
Alx © )
. = MoAKNKYEHWE NOKaPHEX M3BBWLaTanen
rKePHw; ¢ [EE 1 = (,D.ETH MKOB nbnma)
Nk ~
KpacHwi + +12V0_r_‘ l
S
WENaTENbHA 1 8k 1.8k | 10k
r—u'uﬁ'hﬁl'u'uﬁ YepHed - YCTaHoBKA i
2 s Di}!{e.nruﬁ N B oKono
! Q0ARAN KpacHei | x KonTpannepa Mn
RS-HT1 OBMHEHWSA, Alx O 1 1
{BNAMHOCTH W NPOTEYKN, ... MopgrnioMeHne OXpaHHLIX W3BeLaTenen
TeMnepaTtypel) Ges KOHTDONA (AATYMKOB [BEpE)
wnedda © KOHTPONEM Wneiica - cxema NAMUR

Puc. 4. Cxema nogKkno4eHUs aTYMKOB U BHELWWHUX YCTPOWUCTB
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6.2. OnucaHue pa3bEémMoB

Pa3bém KoHTakT HasHaueHue
Ethernet lMNoakntoyeHme K nokanbHON ceTn
USB JlokanbHbIM JOCTYN K KOHCONBHOMY UHTEpdency
RS-485-1 A1 JInHna A winHel RS-485 1
B1 JInHna B winHel RS-485 1
GND O6LLUNIN KOHTaKT
+12V Mutanve 12 V Pmax(nukoBoe) = 15 W
RS-485-2 1-wire A2 JInHna A winHel RS-485 2
B2 JInHna B winHel RS-485 2
GND O6LLUNIN KOHTaKT
Data JInHna gaHHbIX 1-Wire
5V MutaHne 5 V Pmax(nukosoe) = 5 W
DIGITAL I/0, | GND O6LLUNIA KOHTaKT
ANALOG INPUTS | D1 OvckpeTHbI BXxoa/Bbixo, 1
(HVXHWIA psAA) D2 OMCKPETHbIN BXOA/BbIXOA, 2
GND O6LLUNIA KOHTaKT
D3 OunckpeTHbIn BXxoa/Bbixoq 3
D4 IOunckpeTHbIn BXxoa/Bbixoa 4
DIGITAL I/0, | GND O6LLUNIA KOHTaKT
ANALOG INPUTS | D5 OvckpeTHbIV BXoA/BbIXog 5
(HWXHWUI psf) D6 OMCKpeTHbIN BXoA/BbIXof 6
All AHanorosbIli Bxof 1
+12V Mutanne 12 V Pmax(nukosoe) = 12 W c nporpamMmmHbIM
OTKMOYEHNEM
Al2 AHanorosbIli BXof 2
RS-485-3 +12V Mutanne 12 V Pmax(nukosoe) = 15 W
GND O6LLNIA KOHTaKT
B3 JInHmsa B winHbl RS-485 3
A3 JInHmsa A winHbl RS-485 3
RS-232 GND O6LLNIA KOHTaKT
RX JInHMA Npnéma gaHHbIX
TX JInHMA nepegaymn gaHHbIX
DIGITAL/ANALOG | DI10 OuckpeTHbin Bxog 10
INPUTS (Bepxnuii | DI9 OunckpeTHbin Bxoa 9
paa) GND OBLUMI KOHTaKT
DI8 IOunckpeTHbIN Bxoa 8
DI7 OunckpeTHbI BXog 7
GND O6LLNIA KOHTaKT
DIGITAL/ANALOG | Al4 AHanorosbIli Bxof 4
INPUTS (BepxHuit | +12V MutaHue 12 V Pmax(nukoBoe) = 12 W ¢ nporpaMMHbIM
psa) OTKMIOYEHNEM
Al3 AHanorosbIl BXxof 3
DI12 OunckpeTHbIn Bxog 12
DI11 OunckpeTHbIn BXoa 11
GND O6LLNIA KOHTaKT
Alarm NO HopManbHO pa3oMKHYTbIN KOHTaKT CUrHanNbLHOro pene
COM OO KOHTaKT CUrHanNbLHOro pene
NC HopmanbHO 3aMKHYTbIA KOHTAKT CUTHamNbHOIo pene
OouT1 COMA1 O6LWwmiA KOHTAKT ynpaensiemoro pene 1
NO1 HopmanbHO pa3oMKHYTbIN KOHTaKT ynpasnsgemoro perne 1
ouT2 COM2 O6LWWMIA KOHTAKT ynpaensiemoro pene 2
NO2 HopmanbHO pa3oMKHYTbBIA KOHTaKT yrnpasnsemoro pene 2
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6.3. lNoakn4yeHne NUTaHUA

ﬂepe,q BKIMKO4YEeHneM criegyeTt npoBeputb TEeXHU4YeCkoe COCTOoAHUnE PDU BHewHuM
OCMOTPOM. Y6eantbCsi, 4TO COCTaBHble 4acTu He NOKPbITbl TPA3bKD  UJTN Bfiaror, HagéxHo

3aKpensieHbl.

MogknioyeHne nNWUTaHUS ONS  UCMOMHEHWA CO  LWHYPOM C  BWIIKOW  MpouCXoguT
HenocpeacTBEHHO MOAKMNIOYEHNEM K CeTU nepemeHHoro Toka HanpsbkeHnem 230 wunm 400 B

yacTtoTtomn 50 L.
[lns ncnonHeHun ¢ KNEMMHOWM KONOAKOW NOAKMIOYEHNE NPONCXOANT COrfacHo puc.5.

BHUMAHMUE! Bce MoHTaXHble paboTbl NPOBOAATCS TONbKO C 06eCTOYEHHbIMU Kabensimu.

KnemmHan Konogka
MpuKMUMHanA naacTUHa

/BMHT M3 . KaBens
7 7 -
(D) .
— | O

Puc. 5. Bug cnepegu Ha PDU B o6nacTv KneMMHOM KONOAKW CO CHATOM 3arfyLuKomn

[nsa npucoeanHeHus K GroOKy po3eToK AoMycKaeTcsl MCMONb30BaTb TPEXMNPOBOAHLIN kabenb
B pe3nHoBown unu NBX-n3onsummn co cneayrowmnm cedeHnem npoBoaoB:

. [na ogHodasHbIX UCMOMHEHNIA N BXOAHLIM TOKOM 16A — 3x1,5MM2.
. [na ogHodasHbIX NCNOMAHEHNIA N BXOLAHLIM TOKOM 32A — 3x4MM2.
. [ns TpexdasHbIX UCNOMHEHUIA U BXOAHBIM TOKOM 16A — 5x2,5MM2.
. [ns TpexdasHbIX NCNOMHEHUIA 1 BXOAHBIM TOKOM 32A — 5x4MM2.

Mopsaok noaknoyeHns kabens K M3genuio NpeacTasneH Ha PUCYHKE 6.

OpHodpbasHoe ncnonHeHue TpexdasHoe ncrnorHeHne
—J\ S
L@@ | [N (rony6oit) | 7 L1 (kopwuHeBbiit)
| @@ | [ PE (xenTo-3eneHbiit L@@ | 1 12 (yepHbiin)

10 -

| @@ | [ L3 (cepbiin)
L 99

1O
[ 1L (Kopn4HeBbIN)

N (rony6on)

PE (>xkenTo-3eneHbii)

[NponsBecTn pasgenky NpoBoaOB.
MpoaeTb kKabenb B 3apaHee NpodenaHHoe OTBEPCTUE B kabenbHOM BBOAE.
3admkcupoBaTtb NpoBoOAA B pasbEeéMax KIEMMHOW KONOAKK, cobrntofgas dhasHoCTb.
3admkcmpoBaTb Kabernb NPUWKNUMHON NNAaCTUHON, 3aBEPHYTb BUHTBI M3.
OxkoHuaTenbHyto cOOpKY NPOBECTM B NOCNeA0BaTENBHOCTU, 06paTHON pa3bopke.

o

6.4. MoakntovyeHne AATYMKOB K aHanorosbiM Bxoaam

CornacHo puc.4 K aHasnoroBbiM BXO4aM KOHTPOSifiepa MoryT ObiTb NOAKIOYEHbI:

e MoXxapHble usBewaTenun (gaTyvku gbima) crnegywowmx tunos — NIM212-26, NM212-
26y, NUM212-OM, UM-212-3C;

e OXpaHHble M3BellaTenu (OaTynku OBepen) HOpMarnbHO 3aMKHYTOroO M HOPMaribHO
pa3oOMKHYTOro Tuna;
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WH(ppakpacHble naccuBHble M3Bellatenu (OaTyMkKM OBWXKEHUS) Crieaylowmx TUMOB:
Panua-5, NupoH-4;
paTumkm npoteykn soabl h2o0-KoHtakt NEW wmcn.1.

MpumeyaHue: nogaepxuBaetca pabota He Bonee 2 noxapHbix m3BellaTtenen (4aTyuMKoB

apima).

ﬂpm NOAKIMKYEeHUN OaT4yYMKOB K aHanorosbiM BXOA4aM MNMOMUMO KOHTPOJIA CaMux OaT4yuMKOB
obecneunBaeTcs KOHTPOJIb COCTOAHUA LLIJ'IeIZ(ba Ha O6prB N KOPOTKOE 3aMblKaHUE.

[ns nuTaHma gatymkoB HEOOXo04MMO Mcnonb3oBaTb NUHKMK +12 B KoHTponnepa.

MakcumanbHbIl TOK Ha Nob6oM U3 aHanoroBbiX BXOAOB He AOMMKEH npesbiwate 25 MA.
B cnyyae ero npeBbIleHNsa NPOM30ONAET 3alLUUTHOE OTKMNoYeHne nuHum +12 B KoHTponnepa.

npeBbILLIeHVIe TOKa Ha aHanoroBomMm BXoge MOXeT npuBeCTU K BbiIXoAy U3 CTposA

KoHTponnepa!

HacTpowika gatunkoB B Be6-nHTEpdence onncaHa B n. 8.1.6.

6.5. lMoakntoyeHne AUCKpeTHbIX/UMGPOBbLIX 4aTYUKOB

B cootBeTcTBUM C pI/IC.4 K ANCKPETHbIM BXO4aM KOHTponepa MoryTt ObITb NOOKITHOYEHDI:

KHOMKK, Tymbrepbl W YCTPOWCTBA C KOHTaAKTaMM HOPMarbHO 3aMKHYTOro U
HOpMarbHO Pa3oOMKHYTOro TUNa;

MHdpaKpacHble OaTyvMkM OBWXKEHWS C BbIXOAOM Tuna «obWwui  KONMekTopy,
Hanpumep, UKO-1-1U;

OaTyMKU MPOTEYKM BOAbl C BbIXOOOM TuMa «OOLLMIA KOMMEKTOP», C HOpPMarnbHO
3aMKHYTbIMW WNW HOPMAanbHO Pa3OMKHYTbIMWU KOHTakTamu, Hanpumep, «HenTtyH
SW» 005, «h20-KonTakt NEW» ncn. 2;

UMdpOoBbIE AaTYMKM TeMMNepaTypbl U BriaxHoCcTu Bo3agyxa RS-HT1.

I'Ipm AaHHOM NOAKITKYEHUN KOHTPOJIb COCTOAHUA mneﬁcba Ha O6prB N KOPOTKOE 3aMblKaHune

HEBO3MOXEH.

HacTpowika gatynkoB B Be6-nHTEpdence onncanHa B n. 8.1.6.

6.6. lMopaknioyeHne N HacTpomka gaT4ymkoB 1-wire

KoHTponnep ocHaléH ogHUM nMHTepdencoM 1-wire, K KOTOPOMY MOXeT ObITb NOAKMHOYEHO
no 10 patyukoB Temnepatypbl RS-T1.

MopanoK NoAKMNoYeHNs OaTYNKOB

6.6.1. B BebG-vHTepdence Ha cTpaHuue Ycmpoticmea>BHewHue no6aBnTbL HOBOE YCTPOWCTBO, HaXaB
«+[1o6aBuTby», BbIOpaTh Ana Hero wabnoH «RS-T1», 3agatb MMsi U HaxaTb KHOMNKY «[pUMeHUTbY.

MoakmounTb Agatymnk K KoHTponnepy cornacHo Puc. .

[nsi nogkntoYeHns Heckonbkmx aatyumkoB RS-T1 B lWUMHY pekomeHayeTcs Ucnonb3oBaTth KneMMHukn RS-3T.

] e
:; ( EE
| ==
aEl ¢

6.6.4. B BebG-vHTepdelnce Ha cTpaHuLe MoHUMop NPOKOHTPONUPOBAaTL NOSBNEHUE AaHHbIX OT
pobaBneHHoro gatyuvka. Npu nosiBNeHMn Hagnucn «YCTPOMCTBO HE OBHAPY)KEHO» Ha MIMUTKe gaTymka
NpOBEPUTb M UCMIPaBUTb KOPPEKTHOCTb €ro NMOAKITHYEHUS.
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6.7. MNMopkntoyeHne BHeWHUX YyCTPOUCTB (C nHTepdencamm RS-232, RS-
485)

KoHTponnep ocHawéH mnHTepdencamm RS-485 n RS-232 ans nopkntoyeHus crnegylowmnx
BHELLUHNX YCTPOWCTB.

Tun ycTponcTBa Mopenb

KoHanumoHep REM;
REM-5U

Tepmoctat Rem-MC-DMTH

CPDU Jlo6ble CPDU TM «REM»

3amok ¢ RFID-pyykon REM-LOCK-CARD
REM-LOCK-CARD-IP65

HMI-gncnnen R-HTPx

JleHTOYHas cuctema KOHTpOnS R-WLSx

NPOTEYKM

ABP NMio6ble ABP REM™, nogaepxmBatoLuve
MOHUTOPWHI No RS-485

B pexvme «npo3payHbIi NOPT» NOAAEPXKMBAIOTCS BCE YCTPOMCTBA, coBMecTUMble ¢ M0,

paGoTaLUM Yepes «Npo3paydHblii NOPT»

Mpumeyanune. Ecnn KoHTponnep oCHAWéH BCTPOEHHbIM AWCNNeeM WM uMeeT  YHKLMK
MOHWUTOPWHra nNapameTpoB nuTaHus, To K RS-485#1 Bo3amoxHO nogkntoveHne Tonbko CPDU umnu
TepmocTara.

MopT RS-232 nopgaepxmBaeT NOAKMHOYEHNE TONLKO OAHOrO YCTPOWCTBA.
Mopsapok NnoaKkNYeHUs1 BHELWHUX YCTPOMCTB

Y6eautbcs, 4to KoHTponnep v Noagknioyaemble YCTPONCTBA NOAKIIOYEHb! K OAHOMY KOHTYPY 3a3eMIeHus.
MoaknounTe yCTporcTBO K KoHTponnepy cornacHo 4:

e ans nogkrnodeHus K nopty RS-232 Heobxoanmo coegmHenune nuHni GND, Tx, Rx;

e Ond nogknoveHus k nopty RS-485 ogHoro ycTponcTBa, yaanéHHOro Ha paccTosiHne
MeHee 2 M, JOCTaTOYHO coeauHeHus NnHMn A n B;

e Ond nogkntodeHus k nopty RS-485 Gonee ogHoro yctpowcTBa wW/unu ycTpoOWCTBA,
yOanéHHoro Ha paccrtosiHue Gonee 2 M, NOMMMO CoeAuHeHus nuHun A un B,
Heobxogmmo coeauHeHue nuHMin GND. B Hauane nuHuM cBs3n mexay curHanamm A
n B Heobxoguma yctaHoBka pesuctopa 120 Om co cTOpoHblI kOHTponnepa. MNpu
anvHe nuHum Gonee 20 M nMBO NpyM MCMONb30BAHUU HECKOIbKUX YCTPOWUCTB,
MOOKIMIOYEHHBIX K OOHOW LUMHE, HeoOxoAuMMa YCTaHOBKa [OMOMHMTENbHOMO
pesncTopa Ha MocnefHeM YCTPOWCTBE B NMHWMW. [py NogKmYeHun K KOHTponnepy
HECKONbKUX YCTPOWCTB LOMYyCKAaeTCs TOMbKO MocrefoBaTenbHOe WX COeAMHEeHue
(apyr 3a gpyrom). NogknioveHne No ToNonoruun «3sesga» He JonyckaeTcs;
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Pekomernayemas He pekomerayemas
TONONOIUA CeT! TONONOTUA CeTH

@
@

)
€]

l ©
O Yaen cetn RS-485,
@ Y3en c noakMoYeHHLIM COrnacywmnM pesncTopom ("TepmuHaropom”)

ONs MOOKMIOYEHNs  Heckonbkux  pydek w  HMI-gnucnneeB  pekomeHayetcsi
ucrnonb3oBaHMe kabenen, BxogAwmMx B komnnekt 3amkoB REM-LOCK,
NnepexoaHNKoB REM™ n CTaHAapTHbIX naty-kopaos RJ45 (cm. 6) npu ycnosuwn, 4to
obuwas panuHa kabenenm He npesblwaer 20 M. [lpn cymmapHon AnuHe,
npesblwatowen 20 m, Tpebyetca paspaboTka LUMHHBIX COEAMHEHWI Ha OCHOBE .
6.7.2.
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kabenb REM-LOCK

Rem

R=120 Om 0,125W

A3

I

= ow
GND

+12v

aucnnen R-HTPx
KoHTponnep

RS-4RJ45

3amku REM-LOCK

RS-TRM45
TepMuHaTop
120 Om

LLInHy RS485
MOXHO
NpPoAONXUTb

Puc. 6. PekomeHaoBaHHasi cxema opraHusauus WwuHbl RS-485 npu cymmapHon gnuHe L<20m

PekomeHgoBaHHOe nogkntoveHne nposogoB RS-485 k pasbémy RJ45

N LiBeT BUTOM Napbl LiBeT kabens OnucaHue T
KOHT. cTaHAapTHOro REM-LOCK
RJ45 narty-koppga
1 Beno-opaHxeBbli KopunyHeBbIn Peseps .J—L
2 OpaHxeBblii OpaHxeBbli Peseps
3 Beno-3enéHol CuHun DO- (ynpaBsneHue
3aMKOM: 3aMKHYTb Ha '
DO+ ans oTkpbITUS) '.\
4 CwvHun Benbin DO+ >
5 Beno-cuHuin 3enéHbin B -
6 3enéxbin XKénTbin A B E
7 Beno-kopn4HeBbIN YEpHbIn GND b = }]
8 KopuyHeBbii KpacHbivi +12V oI >

Mpy noaknyeHWn YCTPOMCTB C BHELWHWM nNUTaHMeM wuHTepdenca (Hanpumep,
HeJopOrnx CYETUMKOB INEKTPO3HEPrMmM) Heobxoammo coeamHnTb nuHmm GND, A, B,
+V mexay KoHTponnepom un yCTpOMCTBOM.
MogkntoueHne 3amka ¢ RFID-pyykon REM-LOCK-x (ganee — 3amok):
o [lNogkntounTtb 3amok K nuHuaM A 1 B BbibpaHHoro ceobogHoro nopta RS-
485.
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o Mexay nuHuamn A n B aTtoro nopta yctaHoBuTb pesuctop 120 Om 0,25 Br.
PesucTtop yctaHaBnmBaeTcs B BUHTOBbIE KNEMMbI OTBETHOW YacTu pa3beéma
BMeCTe C NPOBOAHMKaMKN OT 3amka.

o [MutaHne 3amka REM-LOCK-CARD-IP65 BO3MOXHO TOMbKO OT BHELUHEro
CeTeBOro UCTOYHMKA NuUTaHusa 12 B ¢ mMakcumarnbHbIM BbIXOAHBbIM TOKOM
oonee 1 A. lNMutaHne Taknx 3aMKoB OT KOHTPOJIIepa HEBO3MOXHO.

o Mutanne REM-LOCK-CARD ot KoHTponnepa MOXeT OCYyLLeCTBNATbCA
TONbKO Yepe3 pasbEeM Ceporo LBeTa, 03HaYalLWero BO3MOXHOCTb Bblgauu
Toka 6onee 300 MA no nuHum 12 V.

o [lpn oTCyTCTBMM Ha KOHTpOnsiepe pasbEMOB CEporo uBeta Afs NUTaHus
3amkoB REM-LOCK-CARD Heobxoanmmo mMcnonb3oBaTb BHELUHWIA CETEeBOW
WMCTOYHUK NUTaHnsa 12 B ¢ makcumarnbHbIM BbIXOAHbIM TOKOM 6onee 1 A.

o [onyckaeTcsi ogHOBpPEMEHHOE NOAKMYEHME OABYX 3aMKOB K OAHOMY MOpPTY
KOHTponnepa.

B Beb-mHTepderice Ha cTpaHuue YcTponcTea>BHellHe NpomM3BeCTM HACTPOMKK no n. 9.

6.8. MoaknroyeHue CPDU

Bce CPDU nogkntovatotcs napannenbHo K wuHe RS-485-1 ocHOBHOro koHTpomnnepa, K
koHTaktam A1, B1, GND. [Ona wucnonb3oBaHusa dyHKumMnM PowerShare (Ha cOBMeCTUMBbIX
yCTpOMCTBax) Takke Heobxoaumo noaknounTb WnHY +12 B (k Bbixogam ¢ Pmax(nuk) = 15 W).

120R 0.152W

A

I
[ex] B
= oo KOHTpORMnNep

+12V

- -t

—— +12V(2)

A(3)
B (4)

==— °® CPDU1

—
p—

— CPDU4

RS-TRM11 d:ﬁ :] |E :]

Puc.7. Cxema nogknioveHus CPDU
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PekomeHgoBaHHOe nogknioveHne nposoaoB RS-485 k pasbémy RJ45

N LiBeT BUTOM Napbl OnucaHue

KOHT. CTaHAapTHOro < — b

RJ45 nat4y-Kkopaa E{ =

1 - +12V -
2 OpaHxeBbiii +12V

0

3 Beno-cnHun A v
4 CuHui B /_ I I
5 Beno-opaHxeBbii GND
6 ; GND —

6.9. lMoakntoyeHne o60pyaoOBaHMA K yrpaBnsieMbiM po3eTKam

MopkntoyeHne K ynpaBnseMblM pO3eTkam OCYLLECTBMASETCA B COOTBETCTBYHOLUUA Pasbeém
Schuko, C13 nubo C19. OTkniovaTb pa3béM Yepes uHTepdenc KoHTponnepa nepeq NogknyYeHmem
He TpebyeTcs.

6.10. Opranusaumnsa uHtepcdenca LAN2
Onsa opraHmnsaumm nHtepdernica LAN2, nogoepxusarowiero nepegayvy gaHHbIX Ha CKOPOCTU

po 1Gbit/s, Heobxogumo nogkntountb k KoHTponnepy apantep RS-LAN21G. Apantep Oyger
onpegenéH asTomatndecku B TedeHne 5 c. CeTeBble HACTPOWKKU onucaHbl B M. 8.5.

6.11. Hactpoika 4yepe3 USB

KoHTponnep MOXHO MOAKNIOYMTE HanpsMyto K komnbtoTepy USB-kabenem. Tvn pa3béma Ha
ctopoHe kKoHTpornepa — USB-C, Ha ctopoHe komnbioTepa — USB-A wunu -C. Heobxogumbie
HaCTpoWKKM Ansa goctyna K Beb-nHTepdericy npueeaeHsl B n. 8.13.

7. CBepeHuns o PyHKLMOHUPOBaAHUMU

7.1. CocTosiHue aaT4mMKoB, ycTpoucTB n KoHTponnepa B uenom

7.1.1. TlokasaHus, nonyvyaemble OT JATYUKOB U YCTPONCTB, ABMAKTCA OMHApHbIMKU cocTosiHuAMM (0,1) ona
ANCKPETHbIX AaT4YNKOB NNOO LMPOBLIMU NOKa3aHNAMK A4S aHaNoroBbIX 4aTYMKOB, AATYMKOB 1-wire n
UMdpoBbIX YCTPOUCTB (Hanpumep, 10,5 MA, unu 12,1 B, unu 1234,6 kBt-4). O KoHTponnepa
aHanuaupyeT COCTOSIHME AaTYMKOB M YCTPOWUCTB B COOTBETCTBUM C 8.

7.1.2. Tlpv nogkno4YeHUn U HavarbHOM HACTPOWKE KaKgoMy AaTyMKy npucBaMBaeTcs WabroH, B
COOTBETCTBUU C KOTOPbIM ONpeaenseTcst ero Tekyllee COCTosiHue:

18/68



Pykosodcmeo no akcrnyamayuu PDU2 &m

. Norm — 3Hau4eHus, Nony4yeHHble OT AaTyvka, B Npeaenax HopMbl;

. Almin (alarm min.) — HapyweHne, TEXHONMOrM4yeckoe npeBbILEeHNe nopora
cpabaTtbiBaHUSA gaTyvka;

. Almaj (alarm major) — aBapus, 3Ha4yMTeNbHOE MPEBbLILIEHNE Nopora cpabaTbiBaHUs
AaTuuka.

LlabnoH npeactaBnsieT cobor COBOKYNHOCTb FpaHUL, NEpPEKMoYeHnss COCTOAHUIA, a Takke
rmcTepesnc Ans 3awmTsl oT «apedesra» nepeknoyeHuii coctosHuin. Npumep npusenéH B Tabn. 1.

Ta6n. 1. LLabnoH guckpeTHOro gaTtyuka gbima

BepxHsaa rpaHuua OnucaHue cocTosiHUSA (TEKCTOBOE) CocTosiHue
COCTOSIHUA

0,5 MA O6pbiB Wnendga Almin

2 mA OK Norm

15 MA 3agpiMneHune Almaj

bonee 15 MA 3amblkaHue wnenda Almin

'cTepesnc nepeknodeHns mexagy coctosHusamu 1,05 x [3HadyeHume rpaHuubl] Npy Bo3pacTaHum
nokasaHus n 0,95 x [3Ha4yeHWe rpaHuLbl] Npy yMeHbLIeHUM nokaszaHua. OnucaH 5%-1 rmctepesnc

LlabnoHbl 3anporpaMmmMmmpoBaHbl Npon3BognUTeENEM.

CoctosiHne KoHTpornnepa B LENOM oOnpendenseTcs CYMMOM COCTOSIHWIA MOAKMIOYEHHbIX
AaTuYMKOB, PEXXUMOM OXpaHbl 1 HacTpoiikaMu KoHTponnepa.

KoHdurypauma
Oaruue 1
»  LadnoH
—| L3
[oka3axue - 4—'_| COCTOAHKE o 2 —
OamduKa LaTduEa
CoCcToAHKE
» [UCTepesuc | KOHTPONNEDA
MokazaHue o Qaramk 2
OaT4YMEE
MokazaHue o Qarau N
OamduKa

Puc. 8. Auarpamma cyHKkumoHupoBaHus NO
7.2. Pexumbl oxpaHbl

KOHTpOJ'Iﬂep MOXeT HaxoguTbCcA B OQHOM U3 TpéX PEXMNMOB OXpPaHbl:

e «CHAT c oxpaHbl». B atom pexmme obpabaTbiBalOTCA COCTOSHUSI TONbKO cpabaTbiBaHMs
OaTUYMKOB rpynmnbl «24 yaca» (cm. n. 7.3), Hanpumep, 4aT4YMKOB ObIMa.

¢ «Ha oxpaHe». B aTom pexnme ob6pabaTbiBaloTCs COCTOAHMSA cpabaTbiBaHUs 4aTYMKOB rpynmn
«24 vacar», «OxpaHa» n «BxogHony, Hanpumep, AaTYNKOB BUGpaLMN N OTKPLITUSI ABEPEN.

o «TpeBora». B aTom pexvmMe B XypHan 3anvcblBaloTCA COCTOSAHUA cpaboTaBLUnX 4aTHMKOB U
paccbinatotcs ysegomnenus (E-Mail, SNMP Trap u 1. n.).
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MpumeyaHue. KoHTponnep He nepenpét m3 pexmma «CHAT C oxpaHbl» B pexum «Ha
OxpaHe», ecnm XoTa Obl OOMH M3 JaTYMKOB UMM YCTPOWCTB M3 rpynnbl «OxpaHa» Haxoaatcs B
coctosdHun Almin nnn Alma,.

7.3. Tvnbl gaTynKkoB

lMpegycmoTpeHo YeTbipe Tuna 4aT4MKOB:
o «24 yaca» (“24hours”) — I3MEHEHUS COCTOSHWSA OATYMKOB OTCMEXMBAOTCH MOCTOAHHO.

lMpn nepexoge paTtyMka B COCTOSHME OTKIMOHeHue (almin) wnn aBapua (almaj)
KoHTponnep 13 noboro pexxnma nepexoant B COCTosiHNE «TpeBoray;

o «WMHdpopmaumoHHbIi»  (“inform”) — M3MEHEeHUs COCTOAHWS OaTYMKOB He NpuMBOOAT K
N3MeHeHuo cocTosHmsA KoHTponnepa;

e «OxpaHa» (“guard”’) — N3MEHEHMSA COCTOSIHUS OAaTYMKOB OTCIIEXMBAKOTCA TOMbKO B pexXunme
pabotbl KoHTponnepa «Ha oxpaHe». lNpu nepexoge gaTtynka B COCTOSIHUE OTKIOHeHue
(almin) vnn aBapusa (almaj) KoHTponnep w3 pexuma «Ha oxpaHe» nepexoauTt B
cocTosiHue «TpeBoray;

e «BxogHon» (“entrance”) — Tun oxpaHHOro Aatyuka, aHanormyHoro Tuny «OxpaHa», co
crneayrowmuMm ocobeHHOCTAMM:

o nocne noctaHoBkn KoHTpomnnepa B pexum «OxpaHa» COCTOSHME [aTyuKka 3TON
rpynnbl He aHanM3MpyeTcs B TeYeHWe 3aJaHHOro MHTepBana BpeMeHu, YTOObl y
nonb3oBaTtens Obifla BO3MOXHOCTb BbINTU C 00beKTa, He Bbl3biBas cpabaTbiBaHusA
curHanusaumm;

o npu HaxoxgeHun KoHTponnepa B pexume «OxpaHa» cpabaTbiBaHWe paTymka
npuBedé€t Kk nepexody KoHTponmepa B coctosHue «TpeBora» He cpasy, a C
3aaHHOWN 3aflepXXKOW, JaBas nornb3oBaTento Bpems and cHAatus KoHTponnepa c
OXpaHbl Npy NpUxoae Ha OO bEKT.

7.4. YnpaBneHue po3eTKamu

YnpaBneHve poseTkamu ocyulectensetca npu nomowm CLI no npotokony SSH, Be6-
nHTepdeiica, npu nomowwm SET-3anpocos SNMP.

7.5. NWupukauuns

MHavkaums pabotbl KoHTponnepa paboTaeT cnegyowmm obpasom.
MHankaTop LINK:

®  MOCTOSIHHO rOpUT 3eNEHbIM — Kabernb NOAKIMIOYEH;
e  MuWraet 3enéHbiM — NAET nepegada AaHHbIX;
e He roput — kKabernb OTKMIOYEH MIN HENCNPAaBEH.

MHuankatop SERVER
3ape3epBMpoBaH ANns 6yayLumMx NpUMEHeHNIA.
WHankaTop STAT:

e He TOpUT — OTKIIOYEHO CEeTeBOEe MuTaHue /[ BKIIOYEH peEXUMM rnybokoro
aHeprocbepexeHns (aAns Mogenu co BCTpOoeHHow baTapeen);

®  rOpUT 3eNéHbIM — COCTOSAHME «CHSAT C OXpaHbl»;

e MuUraet 3eNnéHbIM — COCTosiHNE «Ha oxpaHey;

e MUraeT Mo o4yepeaud KpacHbIM M 3eféHbIM — MpU MOCTAHOBKE HA OXpaHy
aKTMBMPOBAH BXOAHOM AaT4yumK. JlInbo BXogHOM AaTumk cpaboTan B peXume OXpaHbi;

e  MMraeT KpacHbIM C YacToTomn 2 ', — cocTosiHNe « TpeBoray;

e wmuraet kpacHbiM N pas, ganee naysa 1 ¢, ganee N pas u . 4., rae N — kog owmnbku.

MHpukaTopbl peneriHbix BbixogoB SRL (cepBucHoe pene Ha koHTponnepe PDU), R1-
R10:
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rOpUT 3€MNEHbIM — perne 3aMKHYTO;

He ropuT — perne pasoMKHYTO;

MuUraeT KpacHbiM — olwubka KOMMyTauuu (3apesepBMpOBaHO AN  Bepcuii
KoHTponnepa co BCTPOEHHbIMY KaHanaMmn U3MepeHnst HanpsiKeHNs 1 Toka).

7.6. Moaynb usmepeHusi napamMeTpoOB 3IeKTPONUTAHUA C AUcCneem

Ovcnnen v knaBuaTypa ycTaHaBnvBawTca Tonbko Ha PDU c¢ dyHkumen uamepeHus
napameTpoB aneKkTponuTaHus no Bxody, nnbo Ha PDU c dpyHkumnenn ABP, onucaHHbiM B N.7.7.

7.6.1. Pabota c knaBmaTypom
HaBurauusa no MeHIo OCyLLIEeCTBASETCA C NOMOLLBIO KHOMOK:

<Enter/Esc>: GbICTpoe HaxaTue — BXO[ B NOAMEHI0, NPOAOIIKUTENBHOE HaXaTue — BbIXO[;

<UP>: nepexog K creaytowemy nogmMeHo unv napameTpy;

<DOWNS>: nepexop k npeablayLiemMy nogMeH0 Unv napameTpy.

7.6.2. OKpaHHOE MEHI0

Ha ocHoBHOM akpaHe gucnnesi oTobpaxatoTca 3Ha4YeHUs BXOAHbIX napamMeTpoB (Tekylime
HanpsbkeHue, TOK U MOLWHOCTb — Aanee U, |, P).

MoameHio nogpobHom nHopmaunm cogepxar:

MOHUTOPWHI COCTOSIHUSA M NOTPEDBNEHNs Mo KaXkAoMy KOHTYPY MUTaHWUS U MPOCMOTP
aetansHon nHgopmaums (U, I, P) no kaxxgomy KOHTYpY NUTaHUS;

MOHWUTOPWHI COCTOSIHMS M MOTPeOneHuss No Kaxgon poseTke (rpynne po3eTok)
Harpysok, (oTobpakeHue cocTosHMs rpynn poseTtok (on/off) n npokpyTtka getanbHoOM
nHcpopmaums (U, |, P) no kaxxgon poseTke/rpynne po3eTok);

COCTOsIHME JATYMKOB M BHELLIHUX YCTPOWCTB;

obuwasa nHgpopmaums o KoHTponnepe — mogernb, CEpUiiHbIN HoMep, Bepcus MO u
annapaTtHas peBu3us;

MHGOPMaLIMA O CETEBBLIX HACTPOMKAX.
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OcHoBHOE MEHIO

230V 400V
11 3.58kW
220V 15.3A
I
225V 12 1.94kW
18.6A 223V 8.7A
4.19 ki L3 2.66kW
231V 11.5A
8. 11kW
MoHUTOPUHT NoTpeBAEHKA N0 KOHTYPam
230V 16A 400V 16A
L1 L1 L2 L3
Bank 1 Ll L Bank 1 Bank 1 Bank 1
3.50kW 3.58kw 1.94kW 2.66kW
229V 15.3A L 2 Bank 1 220V 15.3A 223V 8.7A 231V 11,58
L 3 Bank 1
230V 32A 400V 32A
L1 L 1 Bank 1 L1 L2 L3
Bank 1 AT Bank 1 Bank 1 Bank 1
3. 50kW | — 3.50kW 1.94kd 2.66kW
229V 15.3A % 220V 15.3A 223V 8.7A 231V 11.5A
L 2 Bank 2
Bank 2 | = Bank 2 Bank 2 Bank 2
1.07ka % 107k 2,11k 8. 58K
228V 4.7A L 3 Bank 2 4.78 226V 9.3A 230V 3.5A
L
MOHUTOPMHT TPYNN PO3ETOK
LOADEL ON
. LOAD 1 LOAD 2 LOAD 3 LOAD 18
L0ADE3 OFF
Lo o 229V 223v oV 231V
LOADHS ON 2.7A 3.4A A PR 5.8A
LOADEE OFF 09.62 kW 9.76 ki 0 kW 1.40 kW
LOADH7 OFF
LOAD#E OFF
LOADES ON
L0AD#18 ON
Datauku
ACCEL NORM
TEMP  NORM
DIl NORM DIl DI2
ACCEL TEMP
DIz NORA . . asar1 - 1-Wire RS485H#1
DI3  NORM ccelerometer — P - .
— — - exeam
DI4  NORM Hit not NORM row o
o r NORM NORM
OIS ALY detected 36.25 °C e veer
({3 NORM 29.5 ¥RH closed
AL ALMIN
A12 ALMIN

WHodpmaumua o KoHtponnepe

Hodel
A3 -32-4x325-
243013 -262615-4.
1620-K
SN
]
SH VER,
3.85
HH REW
3.0

CeTesble HaCTPONKM

1P
192.168.0.25¢
MASK
265.255.255.0
GATE
192,168,0.1
MAC

o0:80:68
SArES:sA

7.6.3. T[loBopoT akpaHa Ha 180°

Haxoasicb B OCHOBHOM MeHI0, HaxaTb U yaepxuBaTb kHonky <Enter/Esc> o nepexopa B
MEHIO HaCTPOWKW OpUeHTauuu aKpaHa. B aTom MeHo KopoTkoe HaxkaTue kHonku <Enter/Esc>
noBopauuneaeT akpaH Ha 180°, a ANUTeNbHOE HaXxaTue NPUBOAMT K BbIXOAY B OCHOBHOE MEHIO.

Rotation
of uo
uoT }e30Y
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7.7. Moaynb ABP c aucnneem

Moaynbe ABP npeacrtaBnseT coboi BbiknoyaTenb, obecneynBalonin nogadvy pe3epBHOro
NUTaHWs Ha NoAKMYeHHoe obopygoBaHuWe. Bobikniodatens MMeeT ABa BBOAA NUTaHUSA OT cCeTu
nepemeHHoro Toka. ABP obecneumBaeT nogady nutaHus Ans NOAKMHOYEHHOro obopyaoBaHus OT
OCHOBHOro BBOga. Ecnv nuTtaHne Ha OCHOBHM BBOAE NponagaeT UnM BbIXOAUT 3a LONYCTUMbIE
npegensl, ABP aBTOMaTtuyecksm nepekrioyaeT nuTaHWMe Ha pesepBHbii  BBO4. MoOMeEHT
NnepekrnoyeHnss ¢ 0QHOro BBOAA Ha OpYyron He HapylwaeT paboTy MOoAKMYEeHHOro obopyaoBaHUS,
MOCKOSbKY NepeknoyeHne Npon3BoanTCS B TeYEHNE KOPOTKOro NPOMEXYTKa BpeMEHU.

B kavecTBe npuopmuteTHOro MoxeT BbiTb HAacTpoeH nnMbo Beoa A, nnbo B, nnbo yctaHoBneH
pexum AUTO. B pexume AUTO BBOA, MUCMOMb3yeMbll B HACTOALMWA MOMEHT, cuMTaeTcs
NPUOPUTETHBLIM.

Mpu paboTe OT pe3epBHOrO BBOOA BO3BpaT Ha MPUOPUTETHBIA MPOM3BOAUTCA MNpU
BOCCTaHOBIEHUW HaMNpshkeHUs1 Ha HeM Yepes BpeMs 3aaepxku (T3).

Mogyne ABP (puc. 9) mmeeT BO3MOXHOCTb paboTbl C MCTOYHMKaMK GecnepebonHoro
nutaHns  (MBI1), obecneuvBawWwmMM  MNUTaAHWE  Harpy3kM  HanpskeHunem B dopme
MoanuunpoBaHHon cuHycomapbl. [aHHass YHKUMA N0 yMONYaHWo OTKMYeHa. WM3MeHUTb
napameTpbl paboTbl C MOAUMULMPOBAHHOW CUHYCOMAON MOXHO B COOTBETCTBYIOLLEM MYHKTE MEHIO.

Moayne ABP moxeT ObiTb HacTpoeH vepes akpaHHoe MeHio, nbo WEB uHTepdenc mnu
NHTEepenc KoMaHgHOW CTPOKMK.

MHEMOoCXemMa NUTaHus aKTUBHbIA BBOA, napamMeTpbl
, , HanpsikeHne Ha Beoge A Harpysku

234Y
PRIMARY >ﬂ-'1 A

@ SECONDARY

2. 7kH|
WARNING 11.5A "

FAULT EJ>B

13av A ¥

NPUOPUTETHbLIA BBOA
HanpspkeHue Ha Beoae B

aBapus

Puc. 9. BHewHun Bug moayns ABP

TexHudeckue xapakrepuctukm moayns ABP npuBeaeHsl B nacrnopTe.

7.7.1. MHemocxema nutaHusa moayns ABP

MHankaummn pexnma paboTel ABP ocywiectBnsieTcd npy nomoLwmM MHEMOCXEeMbl MUTaHUS.
Hwxe onmcaHa nHanKaums OCHOBHBIX PEXMMOB paboThl (BBOA A NPUHAT, Kak NPUOPUTETHBIN).

Cutyauus Nupgukaunn

Mopgaya nutaHus (coldstart) CermeHTbl 3a)XMrarTcs JOCTYMHbIMU OCHOBHbBIMY LiBETaMU
HanpspkeHne Ha oboux BBogax B | LEDs(A>Out) 6eryias BonHa 3eneHbIm

Hopme npogomkutensHoe Bpemsa | LED1B - xentbin

MponagaHune wnn Bbixog 3a | LEDs(B>Out) 6erywas BonHa xxentbiM

aonyctumele npegensl | LED1A — BbiknodeH, ecnv HanpshkeHue Ha A nponano vnu
HanpshkeHust Ha A, Mpu XOpOLLEM | KpacHbI, eCnu BbILMO 3a OMYCTUMBIA AManasoH

B

Ob6patHbin nepexoa B>A nocne | LEDs(A>Out) Gerylias BonHa 3eneHbim.

BOCCTaHoBreHns An T3 LED1B - xenTtbInn

HanpsbkeHns Ha ob6oux BeBogax | LED1A n LED1B — kpacHble, ocTarnbHble He ropsaTt
BbILLSIM U3 HOPMbI UK Nponanu
BocctaHoBnenme A unu B (o1 | Cm. coldstart (BepXHWUI NYHKT)
npeablayLero CoOCTOAHNS)
Meperpyska no Toky LED1A (B) — 3eneHbln (kenTbl), €criv B HOPME, KPacHbIN,
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eCnn BHe HOPMbI, He TopuT, eCcrnin OTCYTCTBYeT
Out - wmwuraer «kpacHbiM. TpebyeTcsa nepesarpyska
onepaTopom

7.7.2. DBOkpaHHoe meHio ABP

Ha ocHoBHOM 3kpaHe ABP (puc. 9) oToOpaxaloTcs 3Ha4YeHUs1 BXOOHbLIX HanpsiKeHUn, TOK U
MOLLIHOCTb Harpy3kM Ha Bbixoge, 0003HayeHusl aKTMBHOMO M npuopuTeTHoro BBoda. B cnyuae
aBapUMHOIO OTKITIOYEHWUSI Harpy3kum Ha rflaBHOM 3kpaHe oTobpaaeTcsi coobuieHne o6 aBapuu,
dnarm aBapui M BpemMsi C MOMEHTa OTKNtoveHusa Harpy3ku. [pu npoctoe Gonee ogHoro 4vaca
BKIMIOYAETCH screensaver aAng noBbILLEHNs pecypca avcnnes.

"padmyecknii nHTEpdENC COAEPKUT crneayroLumne pasaensbl:

e [naBHbIV 3KpaH;
YacToTbl HanpskeHnn Ha BBoAax;
Pecypc paboThbl, CH4ETUMKM CODLITMIA, doniark aBapui, CUCTEMHAsi MHopMaLus;
Ocuunnorpamma Ha BBoAE A,
Ocuunnorpamma Ha BBoze B;
MeHto:
o Hactpoviku ABP:
= [lpvopuTeTHbIN BBOS,
» [loporoBbie HaNpPsHPKEHMS U TOK
= 3agepxku, YyBCTBUTENBHOCTb
= PaboTta c HecuHycouaanbHbIM curHanom (nBMn c
MOANPULNMPOBAHHON CUHYCONAOW)
» HacTpolika opueHTaumm gucnmnes u KHonok
=  3ymmep
= Cbpoc HacTpoek
o Hactporikn RS485: agpec, ckopocTb, YETHOCTb U T.M., COPOC HAaCTPOEK.
o WHdopmauus o mogyne: mogens, S/N, Bepcus MO.
e OKpaH aBapuu (TONbKO B Criyyae aBapun).

[ns nepeBopoTa akpaHa Ha 180° Ha rmaBHOM 3KkpaHe, HaxaTb <Enter/Esc> aonst nepexoaa B
meHto. BbibpaTe nyHkT Settings->Disp.orien. Bbibpatb xenaemyio opueHTaumio aucnnes: 0°
(HopmaneHoe nonoxeHune) nnu 180°, ONa NpUMEHEeHUs KOpPOTKO HaxaTb Ha <Enter/Escs>. [ns
BblXxo4a 13 MeHto 3axaTtb <Enter/Esc> v ygepxuBaTtb ee 40 BbIXO4a Ha rMaBHbI 3KPaH.

7.8. PeneuHble n usmeputenbHblie MOAYINU
M3meputenbHbil Moaynb obecnedvMBaeT W3MepeHWe napamMeTpoB MuTaHus, a Takke
ynpasneHue po3etkamu (6r1iokaMm po3eToK) C MHAMKaATOPamMn COCTOSIHUS.

M3meputenbHbI Moaynb MOXET OblTb COBMELLEH C AUCMIIEEM W KHOMKOW Hasuraumun (n.
7.6).

CocTosiHne cBeToaNOAHbIX WHONKaATOpPOB:

e He ropuT — PO3ETKa/KOHTYP OTKIOYEHBI;

e  3eNEHbI — BKIMOYEHO, HanpsiKeHne B HOPME, TOK HUXKe nopora npeaynpexaeHns;

e XENTbIN — BKMYEHO, HanpsbkeHWe W/WMIM TOK HaXoAATCs B rpaHuuax
npeaynpexaeHus;

e  KpacHbli — NoTpebneHne NpeBbILLaeT MakCUMarnbHOE 3HaYeHUE.

V|3MepI/ITeJ'IbeIe moaynu ©e3 BO3MOXHOCTU U3BMNEYEHUS

gooloos
aoffan

BxogHon moaynb Ha 2 unu 3 BxogHon moaynb Ha 2 unu 3 PenenHbii BbIXOOHON MOAYINb
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kaHana ¢ OLED-gucnneem kaHana 6e3 gucnnes Ha 4—-6 kaHanoB

MoZaynu nsmepeHus 1 ynpaeneHus ¢ ropsiieit 3ameHom

B mopgenax PDU c¢ usmepeHnem uw/unu ynpaBneHMEM KaKaoW PO3EeTKOW MCMOoMb3ylTcs
nssnekaemole mogynu (R17.01.00x, M), koTopble MOXHO 3aMeHnTb 6e3 BbiknoveHns PDU.

Bbnarogapsa wucnonb3oBaHuilo OUCTabMNbHBIX pene BCE 00OpyaoBaHWe, 3anuMTaHHoe OT

BKJTHOYEHHbIX

HeobxoauMmo:

posetok PDU, npogomkuT paboTtate BO Bpems 3ameHbl VM. [Ons 3ameHbl VIM

CHATb CTaTMYECKUI 3apsd, MPUKOCHYBLUUCH K kopnycy PDU;

BbIKPYTUTb KpenéxHbin BUHT Ha MM, noka Bbixog M n3 oTceka He npekpaTuTcs;
OCTOPOXHO BbITALWMUTL YCTaHOBMNEHHbIW WMIM 1n3 oTceka, MOTSHYB 3a rOJIOBKY
KpenéxHoro BuHTa. Ecnn MM He BblHMMaeTCs, BbIBEPHYTb KPEMEXHbIN BUHT eLé Ha
1-2 obopoTa n nonpoboBaTb CHOBA;

HakneuTb Ha HOBbIN MM Haknenky ¢ Hymepaumen KaHanoB, aHanornM4yHy0 Haknemnke
Ha nssneyéHHom MM, nmbo nepecTaBuTb NEPEeaHIO NaHenb Ha HoBbI VIM;

CHATb CTaTMyeckui 3apsg ¢ HoBoro VIM, O4HOM pyKOM MPUMKOCHYBLUMCH K KOpMycy
PDU, a gpyron — k Topueson metannusauum NM;

aKKypaTHO yCTaHOBWUTb HOBbI MIM B OTCEeK OO0 AOCTMXKEHMS yrnopa KpenéxHbIM
BUHTOM. BHMMaHue! UM BXxoauT B OTCEK TOMBbKO B OAHOM MOSNOXEHUU;

OCTOPOXXHO BBOpauqMBaTb KpPEMnEXHbIi BMHT OT PykM OO TO Tex nop, noka VM
NMOMHOCTbIO HE BOMAET B OTCEK;

poxpaTteca  BkmoyeHnss UMM, kotopoe 3aHumaetr nopsgka 70 c.  OHo
COMpPOBOXAAEeTCHA BKMOYEHNEM MHOMKALUKN aKTUBHbIX KaHanos. HacTpovika moayns
NPOV30oNAET aBTOMATUYECKN.

8. Hacrtpowuka n ynpaBneHue

HacTtpowka KoHTponnepa MoXeT npoBOAuTbCs 4yepe3 Beb-uHTepdenc, npu nomowm CLI
yaanénHo no npotokony SSH, npu nomowwm SET-3anpocos SNMP.

Bpems 3arpysku PDU moxeT pocturatb 60 cekyHn nocne nogayum nutaHus. HacTtpowika wm
ynpaBneHne BO3MOXHbl TOMbKO nocne Toro, kak csetognod STATUS HayHET muratb ogHMM U3

LiBETOB.

8.1.

HavanbHasa HacTpounka Yyepe3 WEB uHTepcenc

8.1.1. TlogkntounTb KoHTponnep k nokanbHou cetn ¢ 192.168.0.0 ¢ mackon nogcetn

255.255.255.0 nnn Hanpsamyto k komnbtotepy (MK) ¢ ycTaHOBNEHHBIM BPYYHYIO
IP-agpecom 192.168.0.1...253 n mackon nogcetn 255.255.255.0.

8.1.2. B npu nepsowm BknoYeHUn Beb-6pay3epe nepentu no agpecy

http://192.168.0.254 nn6o https://192.168.0.254 (agpec no ymon4yaHuio, no
ymonyanuto ans sepcun MO 1.5.6 ncnoneayetcs agpec c http). Mpu
nocneayLwmnx BKIMIOYEHUSIX UCMONb30BaThb B KadecTBe |P coxpaHeHHbI agpec
no n.8.5.

Mpn nosBneHun npegynpexaeHna «OCTaHOBNEH nepexon Ha HeAOBEpeHHbI CanT»
WEnkHYTb «[lokasaTb geTanuy», ganee HaxaTtb «S MOHUMMAK PUCK U XO4dy MEpPerTn Ha cant» (ans
Opaysepa Chrome, gpyrme Opaysepbl BbIBOOAT  aHaNOMM4Hble, HO HE  MOAEHTU4YHbIE
npeaynpexaeHus).

BBecTn yyé€THYyI0 3anuch (NorvH) 1 naponb npu nogkntodeHun Kk KoHtponnepy (cm. Puc.10).
Jlorun: admin. Maponbk (no ymonyaHuio):12345.
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Pycckuia

KonTponnep PDU
Monenb: R-MC3-32-4xS-A-MCL-1100-1.8
TNorux

login
Mapene

password

Wecnonbsoeats RADIUS

Macnopt v MO cmo.ru

Puc. 10. ®opma aBTOpM3aLIUMK

MopooepxuBaeTcs TOMbKO YYETHAs 3anucb agMuHMcTpatopa (admin) — MOMHbIA AOCTYN K
YCTPONCTBY, B TOM u4ucne: HacTpovika KoHTponmnepa, NpOCMOTP COCTOSHMS [OATYMKOB MU
KoHTponnepa, NnpocMoTp 1oros, ynpasneHue Bbixogamu. [aponb no ymonyaHuio: 12345.

Mocne ycnelwwHon aBTopu3aunm oTobpasuntcst okHo «MoHutop» Be6-nHTepdenca (Puc.11).

MOHATOP ® @ @ ® o - i

PENUM Oxpatbl Hit sensds RS_HTY Door Flaad Maotion
Hyp=an C

=
CHET G | 20RRI| Jseds 35000 Mo Dpwsienus he
[ ] & ® ®
Smoke Thermocantro: Remleckindoor RembockOutDaar ThermalSensarl
G5 t@*ﬁl t@*ﬁl B Torec

SEARCARIEIH Camse oTepEsg CEHED NUTERAHE laphia
Weepdeices
4T e] PDU

Paza Karmyp HEnpAMEHnE Tok Moupasts

@ 234 o Ok

[ ] E 2 08 B 0.07 kw

Cymanea 007 kW

Puc. 11. OkHo «MoHuTOp» Beb6-nHTepchenca

8.1.3. Yctpoinctea>®dasza/KoHTyp
Bynet onucaHo B 6onee no3gHux sepcusix P3.

8.1.4. Yctpoinctea>ABP
BygeT onucaHo B 6onee no3gHux Bepcusix PO.

8.1.5. Ha Bknagke YctporictBa>Po3eTku 3agatb Ha3BaHUE 1 BpeMsi nepesanycka ansg
KaXK[OW pO3eTKM
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ec 00:80:6b:5e:e8:0b 06 ycTpoiicTee
MoHUTOP ®asa/KoHTyp BHYTpeHHWe BHeuHue
YcTpoWcTBa
~ e
KypHan
Jlunms maA Watchdog Bpema nepesanycka (cekyHna)
1 Socket1 2
CeTb
2 Socket2 2
KoHTponnep
Y4eTHble 3anuci 3 Socket3 2
MpoTOKOMNGI 4 Socket4 2
Bpema
Watchdol
d ~ CPDU1 fed
CurHanuaaums
WHTepdeics! IuHua Mma Watchdog Bpems nepesanycka (CexkyHn)
WHbO C1-1 C1-Socket1 2
c1-2 C1-Socket2 ¢
 Boixon ) ~1a £1 Canknt? 2

Puc. 12. Bknagka HaCTPOMKM PO3ETOK

Onucaxve nonen popmbl:

¢ Homep po3eTku — NOPSAKOBLIN HOMEP FPYNMbl YNpaBsieMbiX PO3eTOK;

e WmA — nonb3oBaTenbckoe WMMsi Fpynnbl po3eTok, OyaeT oTpaxaTbCA Ha BKMagke
ynpaBreHust po3eTkamu;

o Watchdog — BknioueHme nepesarpysku rpynmnbl pO3eTOK Npu OTCYTCTBMM OTBETA OT
YCTPOWCTBA,;

e Bpemsa nepesanycka — Bpewmsi, B Te4yeHMe KOTOpOro rpynna po3eTok Oyaet
BbIKIKOYEHA MpU OTNpaBKe KOMaHAbl Nepe3anycka;

e npwu Hann4mu CPDU HacTpouTb mx cornacHo n. 9.4.

YcTpoicTBa>BHyTpeHHMe 3agaTb cooTBETCTBUE NOpTOB KOHTponnepa 1 4aT4nkos:

e MOAKMIOYUTL AATYMKM B COOTBETCTBMM C nn. 6.4, 6.5;
e HacTpouTb gatyuku (cm.Puc. 13).

P-appec 10.251.2.220 C-anpec 00:80:6b:5e:e8:0b 06 ycTpoicTee
Rem
MonuTOp ®asa/KoHTyp  PoseTku BHewHwe
YcTpoiicTea
Bxon Wma Brknwouyed Otnpaekatrap E-mail OTto6paxarb B MoHuTOpPe [pynna LlaénoH
HKypHan
INT 1 Hit sensor WHdpopmaupm v BCTpoeHHBI v
DIN1 RS_HT1 WUndopmauu RS-HT1 v
CeTb
DIN 2 din2 OxpaHa ~ Bxog H3 v
KoHTponnep
DIN 3 Door OxpaHa 8epb HO
Y4eTHble 3anmcu s P v leep v
MPOTOKONMbI DIN 4 din4 Unpopmaym v Bxop H3 v
Bpemsa DIN 5 Flood OxpaHa v [aTuuk npotey v
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Puc. 13Bknagka HacTpoMKn po3eTokK

Onucanuve nonen popmbi:

Bxoa — Tvn n Homep BxoAa;

MmAa — ycTtaHoBKa Monb3oBaTeneM YHMKanbHOro MMEHW AaTtyuMka WM YyCTPOWCTBA,
MOAKITIOYEHHOrO KO BXxoAy. ATO nMs OyaeT oTobpaxaTbCs B XypHane cobbitui, E-mail-
coobuweHusax n SNMP-trap-ysegomnenusx;

Bkno4€H — BKNOYEHME onpoca BXoaa;

OTtnpaBka trap — BkntoyeHune otnpaBku SNMP-trap-yBegoMneHun npu nameHeHuu
COCTOSIHMS BXOAA;

E-mail — otnpaBka e-mail-coobieHunii npu nameHeHnn COCTOSHMSA BXOAa;
OTo6paxaTb B MOHUTOpPE — BKIIOYEHNE OTOOPaKEHUSI COCTOSIHMS [JaTynka B
MOHUTOPE

Fpynna, K KOTOPOW NpUHAANEeXWUT AaTymk. Beinagarowmii cnncok no3sBonsaeT BbiGpaTth
OAHY M3 rpynn AaTymukoB: «24 4vacay, «OxpaHa», «/HpopMaUNOHHbINY, «BxogHom».
Bonee getanbHO TUMbI 4ATYMKOB ONUCaHbI B MYHKTE 7.3;

LLla6noH, cooTBETCTBYOLLMIN NOAKMIOYEHHOMY AATUKKY.

[na BCTPOEHHOro AaTyuka ygapa HeAoCTYNMHO M3MeHeHue wwabnoHa, HO Bcerga akTuMBHa
KHOMKa HaCTPOWKK, NO HaXaTWI0 Ha KOTOPYIO BO3MOXHA HacTpoOKKa AETEKTUPOBaHNS yaapa.

LLlabnoHbl aHanoroBbIX BXOO4OB:

1)
2)

Jatymk abima,
NAMUR gBepeb.

LLIabnoHbl ANCKPETHBIX BXOO0B:

1

)
)
)
)
)
)
)
)

ONO O~ WN

Oeepb H3 (HopmanbHO 3aMKHYTO),
Oeepb HO (HOpManbHO OTKPLITO),
IR-gaTunk gBMXeHus,
[vckpeTHbIM gaTtymk gbiMa,
JaTtunk npoTeyky,

RS-HT1,

Bxopn HO,

Bxoa H3.

Mpu BbIGOpe wabnoHa «RS-HT1» ona AMCKpeTHOro Bxoda CTaHOBUTCS aKTMBHOW KHOMKa

HacTpOKKH,

Mo HaXaTuIo Ha KOTOPY OTKPbIBAETCSH OKHO, B KOTOPOM MOXHO HacTpPOWUTb NOpOru

Cpa6aTbIBaHl/I9| CuUrHanmsauumm no temnepartype u BraxXHOCTU.

Ecnu pgns  BHewHero ycTpolcTBa HeT noaxogsdwero wabnoHa (Hanpumep, ©6nok
OOMNOSTHUTENbBHbLIX KOHTAKTOB AN aBTOMAaTMYECKOro BbIKNOYATENs, AaTYMK Hann4ums HanpsbkeHus m
T. O.), He0bXxo0aAMMO BbIGUPaTb OAMH YHMBepcanbHbix — «Bxog HO» nnn «Bxog H3».

8.1.7. Yctpoictea>BHeluHWe nogknounTs kK KOHTponnepy BHeLLHWE yCTponcTaa no

nocnegoBaTtenbHbiM noptam RS232, RS485, 1-Wire:

BbINOMHUTb NOAKMOYEHUS BHELLHMX YCTPONCTB B COOTBETCTBUM C M. 6.4—6.6,
AN NOAKMIYEeHNS HOBOMO YCTPOMCTBa HEOBX0AMMO HaxaTb KHOMKY «+[o6aBuUTb».
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BHyTpeHHue BHewHue

Homep yetpoiictea  MMA Bknwouen Otnpaekatrap E-mail OToBpaxaTte B MOHMTOPe [pynna LaénoH Nopt

1 Thermocontrol OxpaHa v TepmocTaT v RS485-2 v Q.
2 Display Undopmanuc v HMI SkpaH v RS4853 v *I
g RemLockindoor [v] WUHbopmaumc v~ REM samok v RS4853 ~ ﬂ.
4 RemLockOutDoor WHbopMmauue v REM zamok v RS485-3 Q.
5 ThermalSensorl [v] 24 yaca v RS-T1 v 1-Wire v ﬂi

+ [lo6aBuTb

MNpuMeHUTH

Puc. 14 Bknagka HacTPOWMKN BHELWHUX YCTPOUCTB, Nogkntovyaembix kK PDU

Onucaxve nonen popmel gaHo B n. 8.1.6.
MopkntounTe NoTpebutenen kK ynpasnsembiM po3etkam KoHTponnepa.

Mpn HeobxooMMoOCTU HacTpouTb napameTpbl paboTel no npotokonam RADIUS, TFTP,
SNMP, SMTP, NTP n npoBeputb paboTocnocoOHOCTb MOAKMIOYEHHBLIX YCTPOWCTB, nepenas Ha
cTpaHuuy MonuTop slog.

MN3MeHUTb naponb [OCTyna, YCTAHOBMEHHbIA MO YyMOMYaHWio (3anucaTb U XpaHuTb B
HEeJOCTYINHOM MecCTe).

CpenaTb A0OMOMHUTENbHbIE HACTPOWNKK Yepes3 BeO-UHTepdeNc.

Tab6n. 2. MeHto Be6G-uHTephenca ¢ onucaHnem OCHOBHbIX MYHKTOB

Bknagka Bknapgka HacTtpowka OKBUBaneHT.
OCHOBHOIO MEHHI0 komaHaa CLI
3aronoBok u 3aronoBok BBepxy cTpanuubl oTobpaxatotcs IP u MAC network
HWXKHSA YacTb
aKpaHa Hun3 cTpaHuLbl Mogensb, Bepcusi 0O, peBusus, S/N, a Takke: info, version
(npwn oTKpBITUM
noboii cTpaHuLbl) Bpemsi paboTbl — BpeMsi C NOCNeAHero 3anycka
Tekyllee BpeMsi BHYTPEHHUX YacoB time
nepekntovartens A3blka MHTepdeiica: RU/ENG
MonwuTop - CocTosiHME YCTPOMCTBA: «Ha OXpaHe», KCHATO C OXpaHbl» status, guard
CocCTOsiHME aKTUBHbIX ATYUMKOB M BHELLHMX YCTPOWCTB sensors
[aHHble 06 anekTponuMTaHuM Ha BBOAAX, KOHTYpaXx, po3eTkax pdu metered
YcTpoiictea Paza/KoHTyp HacTpolikv aBapuiiHbIX rpaHuvL, BXOAHbIX TOKOB U HaMpPsKeHUn
Po3seTkn HasBaHusa po3eTok unu ynpaensieMbIx rpynrn, Bpemsi nepesanycka load
BHyTpeHHue HacTpoiika COOTBETCTBUS AMCKPETHBbIX M aHanoroBbiX BXOAOB W | input
NOAKIYEHHbIX K HUM AaTYMKOB
BHewHune Hactporika BHELLHNX YyCTPONCTB, NOAKMIOYEHHbIX K | device
nocnegoBaresibHbiM nHTepdericam KoHTponnepa
XKypHan - OTtobpaxaeT >xypHan cobblTuiA, C MOMOLLbI0 (UNBLTPOB MOXHO | log
BblOpaTh COBLITUSA OT HYXHOMO UCTOYHMKA M YPOBEHb aBapUMHOCTH
OKcnopT nora — ckayvBaHue MNOMHOro XypHana cobbiTvin B Buae
TEKCTOBOro davina
CeTb LAN#1 IP-agpec  KoHTponnepa (npu 3agaHun ip-agpeca OyabTte | network 1ip
BHMMaTenbHbl. Yucna, HaunHatowmecs ¢ 0, 6yayT pacnosHaHbl Kak
8-yHas cuctema cuncneHusi. Hanpumep, «013» ByneT pacnosHaHo
Kak «11»)
Macka noaceTM — Macka noaceTw, B KOTOpon wucnonb3dyetcst | network 1 mask
KoHTponnep
OCHOBHOWM W3 — apec LWin3a Ans Bbixoga B MIHTepHeT network 1 gate
DHCP - BknioveHune/oTkn0OMeHWe nomnyvyeHns Hactpoek cetu no | network 1 dhcp
npotokony DHCP
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Bknapka Bknapka HacTtpoiika OKBUBaNeHT.
OCHOBHOIO MEHHI0 komaHga CLI
CeteBo MocT ¢ LAN#2 — BknoyeHue/oTkMouEHNE pexuma
ceTeBoro mocta co BTopbiM LAN uHTepdericom
LAN#2 (npn | AHanornyHo
NOAKIOYEHHOM
apanTtepe RS-
LAN21G)
DNS DNS 1 — agpec cepsepa DNS 1 network dns 1
DNS 2 — agpec cepsepa DNS 2 network dns 2
KoHTponnep - Mogens PDU info
Bepcusa MO Version sw
AnnapatHas pesusnsa KoHTponnepa Version hw
CepuiiHbli HOMep info
Pexum obHoBneHus MO — nepexopg Ha dopmy obHoeneHusi MO | tftp swupdate
yepes Beb nnm TFTP
MIMnopT 1 aKcnopT HacTpoek
C6poc HacTpoeK — BOCCTAHABMUBAET 3aBOACKYI0 KOHpUrypaumio config reset
Mepe3sarpy3uTtb — nepesarpyska KoHTponnepa reboot
UMnopt HacTpoek — oTtnpaBka B KoHTponnep danna
KOHUrypauum
JkcnopT HacTpoek — nonyyeHue n3 KoHtponnepa davina TekyLuen
KOHUrypauum
YuéTHble 3anucu - KHonka «CMeHUTb naponb agMuHMcTpaTopay
[MpoTokonbl RADIUS IP-agpec — |IP-agpec cepsepa RADIUS radius ip
MopT — nopt cepsepa RADIUS radius port
CeKpeTHbIM KIHY — CeKpeTHbIN Koy cepepa RADIUS radius secret
SNMP Naponb (community) Ha YTeHne — yctaHoBka SNMP community | snmp community
ONs YTeHus read
Naponb (community) Ha 3anuck — yctaHoBka SNMP community | snmp community
Ans 3anucu write
Naponb (community) Ha trap/inform - ycraHoBka SNMP | snmp trap
community Ans otnpasku trap/inform-coobLuenunn community
SNMP v1 — BknoyeHve nogaepxku npotokona SNMP Bepcun 1 snmp vi
SNMP v2c — BkntoyeHue nogaepxku npotokona SNMP Bepcum 2¢ snmp v2
SNMP v3 — BkntoyeHve nogaepxku npotokona SNMP Bepcun 3 snmp v3
YpoBeHb 6e3onacHocTH: snmp seclevel
— 6e3 ayTeHTUdVMKaumm, 6e3 wmdpoBaHms
— ayTeHTUdUKauus, 6e3 wmdposaHus
— ayTeHTudurKauus, WwmdpoBaHne
Nonb3oBaTtenb — VMs NONb30BaTENS NPU ayTEHTUMKALUK snmp username
AyTeHTHdmMKaumsa — vetog ayteHtudmkauum, SHA1 nnu MD5 snmp authtype
Maponb ayTeHTUMKaLMmM — nsmeHeHne napons ayteHTudunkaumm | snmp authpass
LndpoBaHmne — meTog WwndposaHus gaHHbix, AES nnu DES snmp privtype
Maponb wWudpoBaHMA — wu3MEHeHUe napons WKUdPOBaHMA | SNMp privpass
[aHHbIX
CepBep — Homep cepsepa — nonyyatens SNMP trap-coobLieHui
IP-agpec — |P-agpeca cepBepoB — nonyyatenerr SNMP-trap- | snmp server <N>
yBEIOMINEHMNI ip
MopT — ceTeBble NOPTHI CEPBEPOB snmp server <N>
port
BknouéH — pa3peLueHue oTnpaBku COOBLLEHWI Ha cepBep snmp server <N>
on/off
®dopmar trap-cooblieHnn — Bepcus npotokona ans SNMP-trap- | snmp trap
yBeOMIIEHUI version
NTP IP-agpec cepBepa — IP-agpec NTP-cepBepa BpeMeHu time ntp server
BkntouéH - BKIHOYEHME/BBIKMIOYEHNE aBTOMaTMyeckoit | time ntp on/off
CUHXpoHu3aums Bpemenn ¢ SNTP-cepsepom
SMTP (e-mail) SMTP-CepBep — agpec unu umsa SMTP-cepBepa smtp server
SMTP-lMopT — ceTeBOM NOPT cepBepa smtp port
Wmsa nonb3oBaTens smtp user
Maponb smtp pass
Anpec oTnpaButens
Appec nonyyvartensi 1 — agpec 3MeKkTpoHHON NoYThl nony4vatens 1 smtp email 1
Appec nonyyartens 2 — agpec 3MNeKTPOHHOW NoYThl nonyyarens 2 smtp email 2
Wcnonb3oBatb SSL - BkmloyeHne wudppoBanus  SMTP- | smtp ssl on/off
CO00LLIEeHUN
TFTP 1. IP-appec — agpec TFTP-cepBepa tftp server
MNopT — ceteBou nopt TFTP-cepBepa tftp port
Syslog BkntoyeH — BknouveHue/BbiknioveHne  dyHkumn - yaanénHoro | syslog N on/off
XypHanupoBaHusi
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Bknapka Bknapka HacTtpoiika OKBUBaNeHT.
OCHOBHOIO MEHHI0 komaHga CLI
IP-appec cepBepa N — IP-agpec cepsepa xypHanuposaHusi N, rae | syslog N ip
N=1...4
MopT cepeepa N — ceTeBol MOPT cepBepa XypHanMpoBaHus syslog N port
HTTP/HTTPS HTTP - BknioyeHwne/BbiknoveHne goctyna k WEB uHTepdericy no | http on/off
npotokony HTTP
HTTPS - skntoyeHwne/BbikntoveHne goctyna k WEB nHTepdeiicy no | https on/off
npotokony HTTPs
MmnopT ceptudbukata — otnpaBka B KoHTponnep cavina SSL | tftp certload
cepTudukarta u parnna npuBaTHOro Kn4a
mTLS - BKnOYeHWE/BbIKMIOYEHNE B3aMMHON ayTeHTudmkaumm | mTLS on/off
6paysepa u KoHtponnepa npu pabote no npotokony HTTPs
MmnopT CA ceptudmkara — otnpaska B KoHTponnep daina CA | tftp CAcertload
cepTudukara
Okcnopt CA ceptudukata — ckaumBaHue panna CA
cepTudukaTa, xpaHserocs Ha KoHTponnepe
Bpemsa - Yac — none 4ns yCTaHOBKM TEKYLLIErO BPEMEHM time set
[arta — none gns ycTaHOBKU TeKyLLew aatbl time set
Yacoeo# nosic (no GMT) time zone
Watchdog - Anpec — IP-agpec npoBepsiemMoro ycTpovcTsa pingwdg ip
Mepuoa onpoca — nepuog NPoBEPKN AOCTYNHOCTN YCTPOWCTBA pingwdg interval
Kon-Bo noBTOpOB — 4ncno 3anpocos 6e3 oTBeTa, nocne KOToporo | pingwdg retry
NpoUCXoAWT Nepesarpyska rpynnbl po3eTok
BknioyeH - BKMOYEHME/BBIKNIOYEHE MPOBEPKM [OCTYNHOCTM | pingwdg on/off
ycTponcTea
CurHanusauus - 3apepxKa NOCTaHOBKM/CHATUA — 3ajepxka aHanusa cocTosHusA | guard delay
BXOOHbIX AATYMKOB NPU NOCTAHOBKE M CHATWMM C OoXpaHbl. 3agaéTcs
B CeKyHAax
MNpoponxuTenbHOCTL cpabaTbiBaHMA curHanbHoro pene. | guard length
3apaértcs B MUHYTax
WHTepdericol MopT 1 Tun — Tvn nopta: RS232 nnn RS485. Tonbko Anst YteHus
MopT 2 CKopocTb — HacTpoika ckopocTu notoka ot 2400 o 115200 bps Interface N baud
MopT 3 YéTHocTb — no parity/odd/even Interface N parity
Mopt 4 _ | CTon-6MTbI — KONNYECTBO CTOMOBbIX GUTOB Interface N
(ansa Kaxaom stopbit
BKIaAKkn AOCTYNHbI | MnuMHa gaHHbIX — ANVHa CroBa JaHHbIX Interface N
OfVHaKoBble datalen
nors) Mpo3payHbI NOPT — BKIOYEHNE yaaneHHoro nocnegosartensHoro | Interface N
nopta transparent
TanmayT onpoca npo3pa4yHoro nopra — BpeMs oxuaaHusa otBeta | interface N
transparent
timeout
Mopt - Homep ceTeBOro nopTta, 4epe3 kotopbii OyayT | Interface N port
TPaHCNMPOBAaTbLCS AaHHble
WHdo - Uma KoHTponnepa — yHukanbHoe umsa KoHTponnepa (Hanpumep, | info name
Base station 04)
MecTo ycTtaHOBKM — agpec yctaHoBku KoHTponnepa info location

Bnapeney — Ha3BaHne opraHun3auun — Bnagenbua KOHTponnepa

info contact

OTBEeTCTBEHHOE NULO — WM W/MMW KOHTaKTbl OTBETCTBEHHOrO
nvua

info responsible

MoHTaxHuk — PO nuua, npoBoauBLLero yctaHoBky KoHTponnepa

info installer

Hoctyn k wHTepdpency CLI moxHO nonyumTe yganéHHo no npotokony SSH. [ns nepBoro BKAHOYEHUS

Heobxoaumo:

JKCnepToB U aBTOMaTnvyeckoro ynpaBneHMﬂ)

e noaknountb KoHTponnep cornacHo n. 8.1.1;

e OTKpPbITb

Ha K nporpammy aMynsuMn TepmuHana

https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html);
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e ycTaHoBWUTb SSH-coeguHeHne ¢ KoHTponnepom, nogknoumBlMchk K IP-agpecy

Pykosodcmeo no akcrnyamayuu PDU2

192.168.0.254 (appec no ymonyaHuio), nopT 22;

e BBEeCTM uMA nonb3oBatend: admin u napone: 12345 (No ymonyaHuio).

I'Iepequb OCHOBHbIX KOMaHA npeacTtaBiieH B Tabnuue Huxe.

Komanpa OnwucaHue MapameTpbl OnucaHue napameTpoB
KOMaHAbI
alarm YnpaeneHue 6e3 napameTpoB BbIBOA TekyLero cratyca curHanusauum
aBapusMmu
clear C6poc curHanusauumn (KBUTUpoBaHue)
config Ynpasnexve
KOHpurypaumen
KOHTponnepa
apply lMpuMeHeHue HacTpoek ceTu, snmp, syslog u ntp
confirm MoaTBepxaeHne coxpaHeHUs N3MEHEHHbIX
HacTpoek
reset C6poc Bcex HAaCTpOEK B 3HAYEHUS MO YMOJTHAHMIO,
KpOMe ceTeBbIX HacTpPOeK
cpdu HacTtpoiika 6e3 napameTpoB OTobpaxeHune HacTpoek Bcex CPDU
CPDU
<N> OTtobpaxeHune HacTpoek ogHoro CPDU
add [No6aeneHne Hosoro CPDU
reset C6poc Bcex CPDU
<N> name <name> YcTtaHoBka umenn CPDU
device HacTtpoinku 6e3 napameTpoB BbiBOA CMCKa BHELLHNX YCTPOWCTB
BHELLHUX
YCTPOWNCTB
add [obaBneHne HOBOro ycTponcTBa. YCTPONCTBO
nobaBnsieTcst B HEaKTUBHOM COCTOSIHUM C
wabnoHom UNSPECIFIED
<N> BbIBO4 OCHOBHbIX HACTPOEK YCTPOMCTBA
<N> remove YpaneHue ycTponucTsa

<N> name <name>
<N> enable <on/off>
<N> snmp <on/off>
<N> email <on/off>
<N> monitor <on/off>
<N> group <group>
<N> template
<template>

<N> port <port>

<N> emetr
<N> emetrid <id>

<N> conditioner

<N> condmodel
<N> condid <id>
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YcTaHOBKa MEeHU YCTpOnCTBa
BkntoveHune/BbIkNOYeHE onpoca yCTponcTea
BkritoueHue/BbikntodeHne otnpaskm SNMP trap no
coObITMAM yCTpOWCTBA
BknoyeHne/BbIKMOYEHe OTNPaBkM COOBLLEHUS
Ha e-mail Mo cobbITUAM yCTPOMCTBA
BkntoyeHme/BbIkOYeHne 0TOBpaxeHns
YCTPOWCTBA B MOHUTOPE onepaTtopa

YcTaHoBKa rpynnbl Anst ycTponcTea
{24h/guard/info/entrance}

YcTaHoBKa WwabnoHa Anst yCTponcTaa
{thermo/emetr/conditioner}

YcTaHoBKa nopTta ycTpoucTsa
{1wire/rs485n1/rs485n2/rs485n3/rs232}

BbIiBO4 HACTpPOeEK CHETUMKA SNIEKTPOIHEPTUM
YctaHoBka ID cyeTymnka anekTpoaHepruu, fo 32
CMMBOJI0B

BbiBog, HacTpoek koHanunoHepa Envicool
BbiBOA MOgenu KoHAMLMOHEpa

YctaHoBka ID cuétymka koHguumoHepa (1...254)



Pykosodcmeo no akcrnyamayuu PDU2

Komanga OnwucaHue

dout

guard

help

http

https

info

KOMaHAbI

YnpaBneHve
uMdpoBbLIMU
BbIXO4amMu

YnpaBneHve
OXpaHon

OTobpaxeHune
onucaHunda
KoMaHz

HacTpolika
npoTokona
HTTP

HacTpolika
npoToKora
HTTPs

YcTaHoBKa U
yTeHune
NMHpopmaumm o
KOHTponnepe

MapameTpbl

<N> condstop
<temp>

<N> condhyst
<temp>

<N> condheatstop
<temp>

<N> condheathyst
<temp>

<N> condfanstop
<temp>

<N> thermo

<N> thermoid <id>
6e3 napameTpoB
<N>

<N> <on/off>

6e3 napameTpoB
<on/off>

delay <delay>

length <length>

6e3 napameTpoB

0e3 napameTpoB

<on/off>

0e3 napameTpoB

<on/off>

6e3 napameTpoB

name <name>
location <location>

contact <contact>

responsible
<responsible>

installer <installer>
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OnucaHue napaMeTpoB

YcTaHoBKa TeMnepaTypbl OTKIHOYEHWS
oxnaxgenus (15...50)

YcTaHoBKa rmctepesnca oxnaxaenus (1...10)

YcTaHoBKka TeMneparTtypbl BKITIOYEHNA HAarpeesa
(=15...15)

YcTaHoBKa ructepeauca Harpesa (1...10)

YcTaHoBKa TemnepaTypbl OTKITHOYEHNS
BHyTpeHHero BeHTunaTopa (-20...50)

BblBOA HAaCTpOeK BHELLHEro aatyuka
Temnepatypbl

YctaHoBka ID gatymka Temnepatypsbl, 8 undp B
HEX-cdopmate (AABBCCDDEEFFGGHH)

BbIBOO COCTOSIHMSA BCEX BbIXOO0B

BblBOA COCTOSIHMS OOQHOTO BbIXOAa
N3meHeHne cocTosiHUS BbIXoAa
BbiBOA, TEKYLLETO COCTOSIHUS OXpaHbl

BkntoyeHne/BbIKOYEeHEe OXpaHbl
YcTaHoBKa 3a4epKk1 NOCTaHOBKW/CHATUS OXpaHbl

YcTaHoBKa NnpoaOJDKUTESTIbHOCTU Cpa6aTbIBaHMﬂ
CUpPEHbDbI

OToGpakeHne HacTpoek

BkntoueHune/BbikrtodeHe goctyna k KoHTponnepy
no npotokony HTTP

OToGpakeHne HacTpoek

BkntoueHune/oTknoueHne goctyna KoHtponnepy
no npotokony HTTPs

BbiBOA MHOPMaLMKU O KOHTporepe

YcTaHoBKa MMeHu KoHTponnepa, Ao 20 cumBonos
YcTaHoBKa MecTa Aucrokaumm KoHTponnepa, 4o
110 cnumeonos

YcTtaHoBKka Bnagensua, 4o 50 cumBonos
YcTaHoBKa OTBETCTBEHHOrO nuua, ao 50
CUMBOIIOB

YcTaHoBKa MOHTaxHUKa, 0o 50 cmmBoroB
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Komanga OnwucaHue

input

KOMaHAbI

Hactporika n
yrnpaBneHue
LMdpPOBLIMU U
aHanorosbIMM
BXO4amu

MapameTpbl

0e3 napameTpoB

<TYPE> <N>
<TYPE> <N> name
<name>

<TYPE> <N> enable
<on/off>

<TYPE> <N> snmp
<on/off>

<TYPE> <N> email
<on/off>

<TYPE> <N>
monitor <on/off>
<TYPE> <N> group
<group>

<TYPE> <N>
settings

din <N> template
<template>

din <N> count

din <N> count set
<count>

din <N> count div
<divider>

din <N> count fact
<factor>

din <N> count prec
<prec>

din <N> count unit
<unit>

din <N>
rshttempalmh
<temp>
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OnucaHue napaMeTpoB

BbiBog HaCTpOEeK BCeX BXOO0B

BbiBoa HacTpoek Bxoaa tuna TYPE {ain/din/ob}
YcTtaHoBKa umeHun Bxoaa, Ao 20 cMmBOnoB

BkrnitoueHune/BbIkNOYEHNE onpoca Bxoaa

BkntoueHune/BbikntodeHre otnpaskun SNMP trap no
cpabatbiBaHMIO BXoAa

BknoyeHme/BbIKMOYEHNE OTNPaBKM COOBLLEHUS
Ha e-mail no cpabatbiBaHMIO BXo4a
BkntoueHune/BbikntovYeHe oTobpaxeHnst Bxoga B
MOHWTOPE onepaTtopa

YcTaHoBKa rpynnbl Ans Bxoaa
(24h/guard/info/entrance)

OTobpaxeHne HacTpoek wabroHa BbIGpaHHOro
BXoJa

YcTaHoBKa WwabnoHa Ans umgpoBoro Bxoaa.
MopaepxvBaemble LWaGMOHbI:

doornc — aBepb HOpMarnbHO 3akpbiTas

doorno — ABepb HOpMarbHO OTKpbITas

irmov — nHdpakpacHbI JaTYUK ABUKEHMNS

fire — QUCKPEeTHbIN gaTynk abiMa

count — MMNYNbCHBIN CHETYMK

floodno — gaTymk 3aTONNEHUS C HOPMAnbHO
Pa3oMKHYTbIM KOHTaKTOM

floodnc — gaTymk 3aTonneHnsa ¢ HopmarnbHO
3aMKHYTbIM KOHTaKTOM

rsht1 — gaTunk Temnepatypbl 1 BriaxxHoCTU RS-
HTA1

inputno — yHMBepcarbHbI BXOA C HOpMarbHO
Pa3oMKHYTbIM KOHTaKTOM

inputnc — yHMBepcanbHbI BXog C HOpMarnbHO
3aMKHYTbIM KOHTaKTOM

BblBOA HacTpoek CH4ETHOro BXoaa

YcTaHoBKa 3Ha4YeHus CHETHOro Bxoaa

YcTaHoBKa Aenntenst CYHETHOro Bxoaa (Benn4yuHa,
obpaTHas MHOXUTENHO)

YcTaHoBKa MHOXUTENSA CYETHOrO BXoaa
(BenunyuHa, obpaTtHas genuTento)

YcTaHOBKa KONMYeCcTBa 3HAKOB MoCcre 3ansiTon
ansi cyeétHoro Bxoaa <0...4>

YcTaHoBKa eAMHULbl U3MEepPEHUst ANst CYHETHOTO
BXo[a, TEKCT ANnMHOM Ao 8 cMMBOJIOB

YcTaHoBKa nopora aBapuimiHO BbICOKOW
TemnepaTypsbl
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Komanga OnwucaHue

interface

load

KOMaHAbI

Hactporika n
yrnpaBneHue
nocrnegoBaTternbH
bIMU
MHTepdencamu

YnpasneHve
Harpyaskamu

MapameTpbl

din <N>
rshttempwrnh
<temp>

din <N> rshttempalml|
<temp>

din <N> rshttempwrnl
<temp>

din <N>
rshthumalmh
<humid>

din <N>
rshthumwrnh
<humid>

din <N> rshthumalml
<humid>

din <N> rshthumwrnl
<humid>

ain <N> template
<template>

6e3 napameTpoB

<N> baud <BAUD>

<N> parity
<no/odd/even>
<N> stopbit <1/2>
<N> datalen <8/9>
<N> transparent
<on/off>

<N> port <1...65535>
©e3 napameTpoB

<N>

<N> <on/off>
<N> reboot

<N> time <time>
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Rem

OnucaHue napaMeTpoB

YcTaHoBKa nopora BbICOKOM TeMnepaTypbl

YcTaHoBKa nopora aBapumnHO HU3KOW
TeMneparypbl

YcTaHoBKa nopora HU3Kon TemnepaTypbl
YcTaHOBKa nopora aBapuiHO BbICOKOW BNaXXHOCTU
YcTaHoBKa nopora BbICOKOW BRaXXHOCTU
YcTaHoBKa nopora aBapunHO HU3KOW BNAXXHOCTU
YcTaHoBKa nopora HU3KOW BMaXXHOCTU

YcTaHoBKka WwabnoHa ansi aHanoroBoro Bxoaa.
MoppepxnBaemble LWaGMOHbI:

fire — paTumnk gbima

namur — gaTynk gsepu

flood — maTuyuk 3aTonneHus

nHdopmaums o6 ycTaHOBMNEHHbIX MHTepdencax

YcTaHoBKa CKOpOCTU 0bLLeHNS

<N> — Homep uHTepdelica koHTponnepa. Ot 0 ao
MaKC. 3Ha4YeHwusi, onpeaenéHHoro Moaens
<BAUD> — ckopocTb 06MeHa, MOXeT NMETb
3HayeHus: 9600/19200/38400/57600/115200

YcTaHOBKa KOHTPOSSA YETHOCTU

YcTaHoBKa KONM4YecTBa CTOMNOBLIX OUTOB
YcTaHoBKa konnyectea GUTOB AaHHbIX
BkntoveHne Nnpo3payHoro pexxvmMa 13 fokasnbHOn
cetn

YcTaHoBKa HoOMepa ceTeBoro nopra ans
Npo3payHoro pexxmma

BbIBOg, COCTOSIHUI BCEX pere

BbIBOg, COCTOSIHUSA O4HOrO pene
BkrnitoueHune/BbIkntoYeHne pene, num: <1..10>
[Mepesarpyska pene

YcTaHoBKa BpeMeHU OTKITIOYEHUA npun
nepes3arpyske, B MUIIJIMCEKYyHOAX
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Komanga OnwucaHue

log

mTLS

network

pdu

KOMaHAbI

BbiBOA 1 cbpoc
nora

Hactporika
npoTokona
mTLS

HacTporiku cetn.
MapameTp <LAN

nums>
ornuMoHaneH.
Ecnn LAN num
He ykasaH,
HaCTPOWKM
NPUMEHATCA
Ansa nepBoro
CeTeBoro
nHTepdenca.

BbiBog
pe3ynbTaToB
MOHUTOPWHra Ha
BBOJE W MO
KOHTypam
nuTaHusa

MapameTpbl

<N> name <name>
<N> wdg <on/off>
0e3 napameTpoB

clear
tfitp
6e3 napameTpoB

<on/off>

0e3 napameTpoB

ip <LAN num>
<A.B.C.D>

mask <LAN num>
<A.B.C.D>

gate <LAN num>
<A.B.C.D>

dhcp <LAN num>
<on/off>

dns <N> <A.B.C.D>

metered

metered phase
<phase>

metered phase
<phase> <v/i/p>
bank

bank <bank>

bank <bank> status
bank <bank> <v/i/p>
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Rem

OnucaHue napaMeTpoB

YcTaHOBKa MEHM pene, nMA MOXEeT CoAepPXKaTb
TOJIbKO NaTUHCKMne 6YKBbI

BkntoueHune/BbikntoYeHe nepesarpysku pene ot
Ping Watchdog

HauaTb BbIBOA nora, 'q' — BbIX04

C6poc nora
3arpyska nora Ha TFTP-cepBep
OTtobpaxeHne HacTpoek

BkntoveHne/oTkNoYeHne B3aMMHON
ayTeHTudumkaunm bpaysepa n KoHtponnepa no
npotokony HTTPs

BbiBOA MHOPMaLMKN O TEKYLLMX CETEBbIX
HacTpomKkax

YctaHoBka |IP-agpeca yctponctsa
YcTaHoBKa Macku noaceTu

YcTaHoBKa LW3a N0 YMOMYaHuo
BknitoueHue/BbikntodeHne DHCP-knneHTa

YctaHoBka DNS-cepBepa

HanpsixeHne, noTpebnsemble TOK U MOLLHOCTW MO
BceM haszam nuTaHus

HanpsikeHne, notTpebnsemble TOK 1 MOLLHOCTb
ans Bcex a3 (6e3 napameTpoB) Unu AN O4HOWM
dasbl nutaHus (0, A/B/C)

Hanpsi»keHne/Tok/MOLWHOCTb ANa 0gHON dhasbl
nuTaHua

HanpsxeHve, noTpebnsiemble TOK U MOLLHOCTU MO
BCEM KOHTYpam MuTaHus

Hanpsi»keHne, notpebnsieMble TOK 1 MOLLHOCTb
Ans OOHOTO KOHTYpa NMuTaHus

CocTtosiHne KoHTypa normal/almin/almaj

HanpsxeHne/Tok/MOLHOCTb ANs OAHOIo KOHTYpa
nMTaHus
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KomaHpa

pingwdg

radius

reboot

sensors

signal

smtp

snmp

OnucaHue
KoMaHAbl

Hactporiku Ping
Watchdog

HacTpoliku
RADIUS

Mepesarpyska
KoHTponnepa

OTobpaxeHne
COCTOSAHUSA
AaTymKkoB

YnpaBneHve
CUrHarnbHbIM
pene

HacTpolika
SMTP

HacTpolikmu snmp

nsnmp v3

MapameTpbl
0e3 napameTpoB

<on/off>
ip <A.B.C.D>
retry <retry>

interval <interval>
6e3 napameTpoB

ip <A.B.C.D>
port <port>
secret <secret>

6e3 napameTpoB

0e3 napameTpoB

6e3 napameTpoB

<on/off>
0e3 napameTpoB

server
<hostname/A.B.C.D>

port <port>

user <user>

pass <password>
ssl <on/off>

email <N> <email>

0e3 napameTpoB

trap
trap version <1/2/3>

trap community
trap server <on/off>
trap server ip
<A.B.C.D>

trap server port
v<1/2/3> <on/off>

server <N> <on/off>

server <N> ip
<A.B.C.D>
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OnucaHue napameTpoB
OTobpaxeHune HacTpoek Ping Watchdog

BkntoueHue/BbikntodeHve Ping Watchdog
YctaHoBka agpeca cepsepa ans Watchdog

YcTaHoBKa konuyecTBa 3anpocoB 6e3 oTBeTa,
rocre KOTOpPOoro NPOUCXOAUT Nepesarpyska
obopynoBaHus

YcTaHoBKa nepvoga npoBepku AOCTYNHOCTH
cepBepa
BeiBog HacTpoek RADIUS

YcrtaHoBka IP-agpeca RADIUS-cepBepa
YctaHoBka nopta cepBepa RADIUS: <1...65535>

YCcTaHOBKa CEKPETHOrO KIkya ansa gocryna K
cepBepy, MakcMmMarbHasa anuHa 63 cumsona

BbIBOA COCTOSAHMA OATYNKOB
BbIBOO COCTOSAHMSA CUrHaNbHOro pene

BknoyeHme/BbIKMOYEHNE CUTHANBHOTO perne
OTobpaxeHune HacTpoek SMTP

YcTtaHoBka umenn unm IP SMTP-cepsepa

YctaHoBka nopta SMTP-cepsepa: <1...65535>
YcTaHOBKa MMeHW nosb3oBaTens

YcTaHoBka napons

YnpasneHue onuun SSL

YcTaHoBKa agpeca 3f1eKTPOHHON MOYThI
nonydarensi coobweHun. N: <1..2>

BbiBoa vHbopmauum o Tekymx SNMP-
HacTpomKkax

TecToBas oTnpaska Tpana

YctaHoBka Bepcun SNMP ans trap/inform-
CcoOo0LLIEeHUI

YcTaHoBKka napons ans trap
BkntoveHune/BbikItodeHe oTnpaBku trap
YcTaHoBka |IP-agpeca nonydatens trap

YcTaHoBKa nopTa nonyyarens trap
BkntoueHue/BbikntodeHne SNMP {Bepcun 1, 2 nnm
3 — HeobsA3aTeNbHbIN NapameTp}
BkntoueHune/oTknoueHne nogaepxkm SNMP
YcraHoBka |IP-agpeca cepsepa SNMP



Pykosodcmeo no akcrnyamayuu PDU2

Komanga OnwucaHue
KOMaHAbI

MapameTpbl

server <N> port
<port>
community read
<read>
community write
<write>

seclevel <LEVEL>

username
<username>

authtype
<shal/md5>
authpass <pass>
privtype <aes/des>
privpass <pass>
apply

syslog HacTponku

syslog

0e3 napameTpoB
<N>
<N> <on/off>

<N> ip <A.B.C.D>
<N> port <port>

apply
status YnpaBneHue
COCTOSIHEM
KOHTponnepa

0e3 napameTpoB

clear
tftp HacTpowka n 6e3 napameTpoB
onepaumu ¢

TFTP
server

<hosthame/A.B.C.D>

port <port>

swupdate <file>
btupdate <file>
confimp <file>
confexp <file>

certload <cert file>
<key file> <pass>
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Rem

OnucaHue napameTpoB
YcTaHoBka nopta cepsepa SNMP
YcTaHOBKa Napons Ha YTeHune
YcTaHoBKa napors Ha 3an1cb

YcTaHoBKa ypoBHS 6e3onacHocTt SNMP v3:
noauthnopriv — 6e3 ayteHTudurkaumm, 6e3
LWndpOBaHMSA OaHHbIX

authnopriv — ayteHTndukauuns, 6e3 wndgposaHus
OaHHbIX

authpriv — ayteHTUdmrkaums, wudgposaHme
OaHHbIX

YcTaHoBKa MMeHM Nnonb3oBaTens npu
ayTeHTunkaunmn, o 32 CUMBOSIOB

MeTtog ayTeHTudurKaLum

Maponb ayTeHTUdMKaLmMm

MeTon WwndpoBaHusa gaHHbIX

Mapornb wudpoBaHmsa gaHHbIX, 40 20 CMMBONOB
MpumeHeHne HacTpoek 1 nepesanyck SNMP 6e3
nepesarpysku cucTeMbl

BbiBog HaCTpOEK BCEX CepBepoOB JIOrnMpoBaHUA

BbiBog HacTpoek cepaepa nornposarust N:
<1...4>

BkntoveHmne/BbIkIOYEHE NOrMPOBAHUS Ha
cepsep

YcTaHoBKka |IP-agpeca cepBepa formpoBaHus
YcTaHoBKa nopTa cepsepa fnormpoBaHus. port:
<1...65535>

MNMpumeHeHne HacTpoek n nepesanyck syslog 6e3
nepesarpysku cUcTeMbI

BbiBOA cTaTyca, COCTOSIHUE faTyvka yaapa,
nokasaHuin TemnepaTypbl, BNaXHOCTU
KOHTponnepa

C6poc cTaTyca koHTponnepa
OTtobpaxeHne HacTpoek TFTP

YcTtaHoBka agpeca TFTP-cepsepa

YctaHoBka nopta TFTP-cepsepa. port:
<1...65535>

3anyck obHoBneHuna N0

3anyck oOHOBMNeHUS 3arpy3ymka

MmnopT koHdurypaumm c cepsepa TFTP
OKcnopT KoHdurypaumm Ha cepeep TFTP

MmnopT danna SSL cepTtudpmkata n carina
npuBaTHOrO Krtoya ¢ cepeepa TFTP. AprymeHT
pass onuuoHarneH 1 BBOAUTCS B Cllyyae, ecnu
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KomaHpa OnucaHue MNapameTpbl OnucaHue napaMeTpoB

time

version

KOMaHAbI

dhaiin NnpuBaTHOrO KrtoYa XpaHUTCs B
3alwmndpoBaHHOM BUAE

CAcertload <file> MmnopT danna CA ceptudukarta ¢ cepsepa
TFTP
HacTtponku 6e3 napameTpoB OTtobpaxaeT TekyLiee Bpems KoHTponnepa
BPEMEHN U
SNTP
set <yyyy/mm/dd YcTaHaBnuBaeT Tekyllee BpeMs KoHTponnepa
hh:mm:ss>
ntp OTobpaxeHune HacTpoek NTP
ntp <on/off> BkntoveHune/BbIkO4YEHNE CUHXPOHM3AL NN
BpemeHu ¢ NTP-cepBepom
ntp server YcTtaHoBka agpeca cepsepa NTP

<hostname/A.B.C.D>

ntp apply MpumeHeHne HacTpoek 1 nepesanyck NTP 6e3
nepesarpysku CUCTEMbI
zone <Z> YcTaHoBKa 4acoBoro nosica
usermod  YnpaBneHue
nonb3oBaTtensm
n
add <user> [Job6asneHne nonb3oBaTens
del <user> YpaneHue nonb3oBaTens
pass <user> CwmeHa napons ans nonb3oBaTens
<password>
info <user> MHdopmauusa o nonb3oBaterne — npasa,
YCTaHOBIEH NN Naposb
BbiBOg, Bepcumn 0e3 napameTpoB BbiBog Bepcumn MO 1 annapaTHON peBuU3un
MO n KoHTponnepa
annapaTHoOM
peBn3nm
KoHTponnepa
SwW BbiBog Bepcun MO
hw BbiBO4 annapaTHOM peBU3nm

[nsa BbiBOAA aKTyallbHOro Crnnucka kKomaHg n nx CUHTakcuca l/ICﬂOJ'Ib3yIZTe KOMaHOy h8|p

8.3. Copoc HacTpoek

C6poc HacTpoek MOXET ObITb Mpou3BeaeH NPOrpamMmmHoO, Mpu NoMoLLM KoMmaHabl config reset
unu npu nomowm Beb-uHTepdperica. B aTom cnydae Bce HacTponku, kpome IP-agpeca, macku
noaceTm w Wn3a, Mo ymondaHuio OyayT cOpoweHbl Ha 3aBoackue. [ns cbGpoca ceTeBbiX
napameTpoB MOXHO NPOBECTM annapaTHbll cOpoc HacTpoek Haxatuem kHorkn «RESET» Ha
kopnyce KoHTpornnepa nubo MOXHO WM3MEHWTb 3TWM napaMeTpbl yepe3 BebB- mnn KOMaHOHbIN
nHTepdenc. Nocne npMMeHeHUsa ceTeBbiX HacTpoek KoHTponnep aBToMaTtnyecku nepesarpy3unTcs.

Ecnu Heobxogmmo cbpocute |IP-agpec n ceTeBble HACTPOMKN HA 3HAYEHUS MO YMOMYaHUIO
(n. 8.1.2), HaxmnuTe n yaepxuBanTe kHonky «RESET». lNMpu atom uHamkatop STATUS HauHéT
MuUraTb C KpacHOro Ha 3enéHbii ¢ uHTepsanom 1 c. Korga Bo3oGHOBUTCA MHAMKAUMA B OObIYHOM
pexume, HacTporikmn 6yayT copolueHbl n KoHTponnep aBTomaTuyecku nepesarpysmTcs.

8.4. UmnopT mn aKcnopT KoHduUrypaumm

[na coxpaHeHus pe3epBHOW konun KoHdurypaumm KoHTponnepa nmbo npy UCnonb3oBaHnn
HECKOJIbKUX KOHTPOJIIEPOB C aHarormyHbiMW HacTpovkamu npegycmoTpeHa yHKUMS vMnopta u
3KCMopTa HaCTpOeK.
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[lns akcnopTa HacTpoek n3 KoHTponnepa:

1) B BebG-MHTepdece NnepenTn Ha cTpaHuuy Komporsnsep,
2) HaXaTb KHOMKY «JKCMOPT HACTPOEK»,
3) cpann HacTpoek ByaeT ckavyaH Ha Ball KOMMbIOTEP.

[na umnopTa HacTpoek:

1) B BebG-nHTEpdence nepent Ha cTpaHuuy Komposnsep,
2) HaxaTb Ha none «Choose file» n BeIGpaTh hainn HacTpoekx,
3) HaxaTb KHomMky «/IMNopT HacTpoek».

B n. 8.15 onucaH anbTepHaTMBHbLIN BapuaHT MMMIOPTa U 3KcnopTa HacTpoek yepesd TFTP-
cepsep.

CeTeBble HaCTPOMKU He UMNopTUpyroTcA!
8.5. CeTeBble HacTpPoOMKu

Mpy n3MeHeHWM HacTpoek ceTu KoHTpornnep GyoeT AOCTYNeH Mo HOBOMY adpecy
TONbKO MOCe nepesarpysku.

Mpn n3meHeHMM HACTPOeK ceTn Yepe3 Beb-MHTepdenc Ha cTpaHuue «CeTb» nocrne
HaxaTust KHomkn «[MpuUMEHNTb» MOSABMTCA BCMMbIBAlOWEE OKHO C CcoobLlieHnem o
HeobxogmmMocTu nepesarpy3km KoHTponnepa.

Heo6xoquMo nepesarpyants kontponnep (@IELEECRETN X

LAN# DNS

192.168.0.253

Macka nogceTu

255.255.255.0
OA WNo3
192.168.0.1

fenonsaosaTh DHCP

TpUMEHNTL

Mpu nameHeHun Hactpoek cetn Yepe3d CLI Heobxogumo BeINONHMTL komaHay config
apply n nepesanycTutb KOHTPONMeEp KOMaHaowm reboot.

MNocne nameHeHMs HacTpoek ceTu u nepesarpy3kun KoHTponnepa Heo6xoaumo
noATBepAUTb 3T HACTPOMKK, aBTOPM3OBaBLIUCL 4Yepe3 BeG-uHTepdenc no HoBOMy
appecy nu6o BbinonHuB KomaHay «config confirm» yepe3s CLI. MHavye yepe3 5 MUHYT
nocne nepe3arpy3km KoHTponnepa OypeT npou3BenéH OTKaT HacTpPOeK cCeTU Ha
npeabigyliue.

Mpn nogknoueHun USB-LAN-agantepa RS-LAN21G (npuobpeTaetcs OTAENbHO)
CTaHOBUTCA AOCTYNHbIM Ans HacTpowikn BTopon LAN-nHTepdeiic.
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LAN#1 LAN#Z DNS

|P-anpec
192.168.0.253
MacKa nogceTw

255.255.255.0

192.168.0.1

WMenonbsosats DHCP

CeTeBol MOCT C WHTepdecom LANHZ

Osa LAN-uHTepderica moryt pabotaTe B M30NMPOBaHHOM pexume nnubo B pexunme
CeTeBOro Mocta (Hanpumep, ANs NocrnefoBaTeNbHOro NOAKMYEeHNsa Heckonbkux PDU k
OfHOMY MOPTY CETEBOro KOMMYyTaTOpPa).

Mpu paboTte B M30NMPOBaAHHOM PEXUME HWKaKOM Tpaduk He nepegaeTcs U3 OAHOMo
uHTepdenca B Apyron. Y kaxgoro uHtepdenca umeerca csown agpec, n KoHTtponnep
HaxoaWTCs OQHOBPEMEHHO B ABYX HE3ABUCUMbIX CETSIX.

Mpn pabote B pexume cCeTeBOro MoOCTa CeTb pas3buBaeTcss Ha [OBa CEerMeHTa,
nogknioYéHHblx K AByM LAN-mHTepcdencam. Tpadwuk, npeaHasHayeHHbIi Ons Apyroro
cermeHTa, TpaHcnupyetcsa KoHTponnepom 13 ogHoro mHTepderica B gpyron. KoHTponnep
UMeeT eOWMHCTBEHHbI COOCTBEHHBIM adpec, YykasaHHbIA B HacTporkax nepsoro LAN-
nHTepdenca, n obpabartbiBaeT Tpaumk, NpegHa3Ha4YeHHbIN eMy.

8.6. HacTtpouka yacoB peanbHOro BpeMeHu

KOHTpOJ'IJ'Iep COAEepPXNUT Yacbl pearibHOro BpeMEHMW. I'IpM OTCYTCTBMN BHELWUHEro nnuTtaHuda
Yachbl NpoaosnkaroT NaTn 3a CYér BCTPOEHHOro cynepkoHgeHcaTtopa He MeHee 3 CYTOK.

YcTaHoBKa TeKyLlero BpeMeHn BoO3MOXHa cneayrowmmn cnocobamu:

e B Beb-UHTepdelice Ha cTpaHuue «Bpemsiy.
e 1o komaHge time set uepes CLI,
e cuHxpoHusaumen ¢ NTP-cepsepom (n. 8.7).

8.7. HacTtpouka paboTtbl c cepBepom BpemeHu NTP

KoHTponnep MoxeT aBToOMaTU4YECKM MOMyYaTb BPEMS C yaanéHHOro cepeepa no npoToKony
NTP. TNpu HactpoeHHoM NTP-cepepe KoHTponnep OyneT aBTOMaTUYECKUM CUMHXPOHU3UPOBATb
BPEMsI NMpu cTapTe v nNpu paboTe ¢ uHTepBanom He 6onee 20 MUHYT.

HacTtpovika IP-agpeca cepBepa u 4acoBOro nosica NpousBoauTCsl B Beb-uHTepdence Ha
ctpaHuue «lpoTokonbly», Ha Bknagke «NTP» unu yepes CLI.

KoHTponnep moxeT mncnonb3oBatb nobdon NTP-cepBep Ans nonyyYeHusi BpEMEHMU, CMNCOK
OTKPbITbIX NTP-cepsepoB OoCTyneH no CChbIfKe:
http://support.ntp.org/bin/view/Servers/StratumTwoTimeServers.

Ecnn KoHTponnep ycTaHOBNeH B 3aKpbiTOM fokKanbHOW ceTn 6e3 BO3MOXHOCTU
noaknoyeHnsa k cetn MHTepHeTt, To Ha nobom MK B cetn moxeT ObiTb pa3BépHyT NTP-cepsep,
Hanpumep, cepBep ans Windows, OOCTYMHbIN no CChblfiKe:
https://www.meinbergglobal.com/english/sw/ntp.htm.
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8.8. Pa6ota no npotokony SNMP

Mo npotokony SNMP BO3MOXHO Nony4yeHne COCTOSIHUS BXOA4O0B, AATYMKOB U MOOKIMIOYEHHbIX
yctponctB. OnucaHme Bcex AocTynHeix nonen SNMP  moxHo nonydunts wu3  MIB-danna,
pa3MeLLEHHOro Ha CTpaHuue, ykasaHHon B . 1.

Ons nonyyeHus gaHHbix no npotokony SNMP moxeT ucnonb3oBatbcs nwobon SNMP-
6paysep, Hanpumep, iReasoning MIB browser (ans Windows) unu komaHabl snmpget, snmpwalk,
snmpset 1 T. 4. (ana Linux).

B koHopurypaumm KoHTponnepa MOXHO BKMOYUTL aBTOMaTUYecKylo OTnpaBky trap-
yBeJOMIIEHUI NPU U3MEHEHMU COCTOSIHUS MOBOro U3 aKTUBHLIX JATYMKOB (OTMpaBka COOBLLEHWUN C
KOTOpbIX BKMtoYeHa B KoHdurypaumm). Mpu umameHeHum coctosiHus KonTponnepa SNMP-trap-
yBegomneHve oTnpaenseTca B nobom cnydae. BoamoxHa HacTtponka no 4 |P-agpecos
nonyyatenen yBe4oOMIEHUNA.

PekomeHgaunm no HacTponke PDU B cucteme Zabbix npuBeaeHbi B n. 11.1.

8.9. Pa6ora no npotokony Modbus TCP

Paboty KoHTponnepa B kadyectBe Slave-ycTtporictBa no npoTokony Modbus TCP
nnaHupyeTtcs peanu3osBatb B 6bonee nosaHmx sepcusx MO.

PaboTta koHTponnepa B kadyectBe Master-yctporictea no npotokony Modbus RTU onucaHa

B 9.

8.10. focTyn Kk Be6-uHTephemncy KoHtponnepa no npotokonam HTTP un
HTTPS

Mpn pabote ¢ KoHTpornepom 4epe3 BebG-vHTEpdelc AaHHble Mexay O6paysepom u
KoHTponnepom moryT nepegasatbest no npotokony HTTP nubo no npotokony HTTPS.

KoHTponnep no ymonyaHutoo goctyneH no agpecy http://192.168.0.254.

Mpn pabote no npotokony HTTPS (B otnnume ot HTTP) paHHble nepepatotcst B
3awmndpoBaHHom Buge. lMpu yctaHoBke HTTPS-coeguHenus KoHTponnep otnpaBnsiet Gpaysepy
SSL/TLS-ceptndukat. Umnopt SSL/TLS-cepTudmkara onncan B n. 8.10.

BkntoueHune/oTknoveHne npotokonoB HTTP n HTTPS npoussoantca yepes BeG-uHtepgenc
Ha Bknagke Mpotokonbi>HTTP/HTTPS nnbo yepes CLI.

Hactpouku HTTP/HTTPS
—
-
8
Buif
Mprmedanwe: Napons HymHo BB
.
Buibepure hadn  DaAn He Buibpan
Okenopr CA cepruguara

B

Mpn pabote no npotokony HTTPS wmeeTrca BO3MOXHOCTb BK/MOYMTb B3aUMHYHO
ayTeHTUdmKaumo 6paysepa n KoHTponnepa, ycTaHoBUB ranoyky «mTLS». MNogpoBHO 3TOT pexum
onucaH B n. 8.12.
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8.11. UmnopT SSL/TLS-cepTtucmkara

Mpn ycraHoBke HTTPS coegnHenunss KoHTponnep otnpaensetr 6paysepy SSL/TLS-
ceptucpukaTt. Ecnn npu nonbiTke noaknoumthes Kk Beb-uHTepdelicy KoHTponnep otnpaBnset
HEN3BECTHbIN Opaysepy cepTudukaTt, NOsIBNSETCA NpeaynpexneHne o noJo3puTeNibHOM canTe.
Hwxke nokasaHo npegynpexaeHune, Kotopoe BbigaeT 6paysep Chrome.

A

MoakntoueHne He 3aLLMLLEHO

3N0YMbILLIEHHWKA MOTYT NbITaTbCA NOXWUTUTL BallM AaHHble ¢ caiita 192.168.0.254
(Hanpumep, Naponw, coobLUEeHMA UK HOMePa BaHKOBCKMX KapT). [loapobHee...

NET:ERR_CERT_AUTHORITY_INVALID

Q  Yrobw 6paysep Chrome cran makcuManbHO 6e30MacHbIM, BKIHIUMTE DEXNM
"YnyywieHdas saumra”.

CKpbITe NOAPOBHOCTH BepHyThcs k GesonacHoii cTpaHnLe

He yaanock NogTBepAnTh, 4TO 3T0 cepeep 192.168.0.254. OnepaumoHHan cuctema
KOMMNbHOTEPa He JOBEPAET er0 CepTMOMKaTY He30NacHOCTW. BO3MOXHO, cepBep HacTpoeH
HENPaBUAbHO WAW KTO-TO MbITAETCA NEPEXBATUTL BaLUKW AaHHbIE.

Oepeity Ha caiT 192.168.0.254 (HebezonacHo)

Mpn nepeom BkNoyeHuM KoHTponnep reHepupyeT COOCTBEHHbIN camonognucaHHbii SSL/TLS-
cepTudmKaT 1 ucnonb3yeT ero Ans ycraHoBkn HTTPS-coeamHeHus.

Ons wumnopta cobctBeHHoro SSL/TLS-ceptudmkata yepes BebG-uHTepdeinc Heobxooumo Ha
Bkrnagke MpoTokonbi>HTTP/HTTPS BuibpaTh channbl ceptnudmkata M NpMBaTHONO KoYa U HaXaTtb KHOMKY
«MmnopTt ceptudmkata». Ecnn ann npuBaTHOro Knwo4va XpaHUTCA B 3awmngpoBaHHOM BuAe, nepep
Haxkatmem kHonkn «WmnopTt cepTudmkata» Heobxoommo BBeCTM napornb OT avina B none «[llaponb
NPUBaTHOrO Kroyay.

VmnopT dannos ceptudmkaTa 1 npuBaTHOro krtoda Yepes CLI onmcaH B n. 8.2.
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RADIUS  SNMP  NTP  SMTP  TFTP  Sysiog [ECEREENREEH

Hactpoviku HTTP/HTTPS
HTTP

@ HTTPS

CepTudukaT (“.ort, * cer)

Bbi6epute daitn  daiin He BbiGpaH

MpuBaTHBIR KoY (*.key)

Bbi6epute daitn  daiin He BbiGpaH
lNaponb NPUBATHOMO KNoHa

MpuMeyaHue: Naponb Hy)KHO BBOAWTL TOMBKO eCri Garn
MPWBATHOrO KNto4a 3alndposaH

Wmnopt ceprudmkara

MTLS (BzanmHan ayTeHTUOUKaUWA KNMeHTa U cepeepa)

8.12. BzaumHas ayteHTucukauma 6paysepa nu Kontponnepa

Mpn pabote no npotokony HTTPS wumMeeTcs BO3MOXHOCTb BKMAYWATbL B3aUMHYHO
ayTeHTMdmKaumio bpaysepa n KoHTponnepa, yctaHoBMB ranodky «mTLS» yepes BeG-uHTepdeiic Ha
Bknagke MpoTokonbi>HTTP/HTTPS n HaxaB kHomky «[pumeHWTb» NGO BbIMOMHWB KOMaHAy
mTLS on B CLL.

Mpu BkNtovYeHHOM npoTokone mTLS KoHTponnep 6yaet 3anpaiwumeats y 6paysepa SSL/TLS-
cepTucmukaT M npoBepsTb, nognucaH nu oH CA-cepTudmkaToMm, XpaHswmmcs Ha KoHTponnepe.
Ecnu Gpaysep He oTnpaBuT cBOW cepTudmkat nmbo ecnm oH He 6yaeT noagnucaH CA-cepTudmkaTom
KoHnTponnepa, poctyn no HTTPS «k BeG-uHTepdbency OyameT 3abnokMpoBaH W MosBMTCA
npegynpexaeHne o HeBepHoM cepTudmkate 6paysepa. Hwke nokasaHo npegynpexaeHme, KoTopoe
BblgaeT 6pay3ep Chrome.

5

3TOT calT He MoXeT obecrneunTtb besonacHoe
coegnHeHUe

Baw cepTudukat oTkNoHeH cailTom 192.168.0.254 nnn He Bbin BbldaH.
O6paTuTecs 3a MOMOLLBH K CUCTEMHOMY aZAMUHUCTPATORY.

ERR_BAD_SSL_CLIENT_AUTH_CERT

Mpun nepeom BknoyeHun KoHTponnep reHepupyeT camonognucaHHbii CA-ceptudumkar.

[na nmnopTa nonb3oBaTenbckoro CA-cepTudukata yepes Beb-mHTepdenc Heobxoammo Ha
Bknagke Mpotokonbi>HTTP/HTTPS otmeTtutb ranouyky «mTLS», BbiOpaTh (han M HaxaTb Ha
kHonky «Mmnopt CA-cepTtucmkata.
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mMTLS (B3aumHaa ayTeHTUEMKALUWA KIKeHTa W Cepeepa)

P

CA CepTinduxar (*.crt, *.cer)

BoiGepuTe haitn  $aiin He BbIGpaH

Wmnopt CA ceptudukarta (3 kKcnopt CA ceptudn KaTa>

BHumanue! KonTponnep no npotokony HT TPS 6yoeT AocTyrneH ToNbKo

npw Hanu4uw B 6pay

CEPTHRUKATOM KOf

3epe CepTUhKKaTa, MOOMMCaHHbIM CA

P alal=la =
TpONMNepa

Wmnopt CA-ceptudmkata yepes CLI onucaH B n. 8.2.

Onsa ckaumBaHus CA-cepTudmkara, xpaHsuwerocs Ha KoHTponnepe, Heob6xoaMmMo HaxaTtb Ha
kHonky «QkcnopT CA-cepTndukaTay.

8.13. JocTyn k Be6-uHTephency Kontponnepa 4yepes USB

Hwxe onucaHbl HacTpovikun coegnHeHns B OC Windows (ans apyrux onepauuoHHbIX

CUCTEM MHCTPYKLMU NPEAOCTaBNATCS MO 3anpocy).

1.

o s

Ckavatb Apaneep USB Ethernet/RNDIS Gadget c canTa
https://www.catalog.update.microsoft.com/Search.aspx?9=USB+RNDIS%20Gadget
Ona ceBoer onepauuMoHHOW cucTembl. PacnakoBaTb CKayaHHbIN apxvB U U3BNeYb
ann gpansepa RNDIS.inf.
MopkntounTe KoHTponnep k KomnbioTepy, ucnonb3ys kabens USB-C — USB-A.
OTKpoeTCcA OKHO MacTepa YCTaHOBKM 0OOpyAOBaHMSA, M MNOCIe HaXaTus KHOMKK
«[danee» 6ygeT npeanoXeHo ABa BapuaHTa:
"  BbIMOJIHUTb MOUCK M aBTOMATUYECKYIO YCTaHOBKY 060pyaoBaHus;
*= BblGpaTh 0OOPYAOBaAHUE U3 CMINCKA U YCTAHOBUTb €0 BPYUHYHO.
BbibpaTb BTOpOW BapuaHT 1 HaxaTb KHOMKy «[daneex.
B oTkpbiBLIEMCA pa3gene HeobxoguMmo BbIOpaTb TMM YCTPOWCTBA, rge OTMEeTUTb
«CeTeBble aganTepbl» U HaxaTb KHOMKY «[aneey.
B cnepytowem pasgene:
= gna  Windows XP BbiGpate YcTaHOBMTB C AWCKa W yKasaTb
mMecTononoxeHue canna gparisepa RNDIS.inf;
» Windows 7 BbiOpaTb B pa3gene npoussogutens Microsoft Corporation >
Remote NDIS based Internet Sharing Device;
» Windows 8 BbiGpaTtb B pasgene npoussoauTtensa Microsoft > Remote NDIS
based Internet Sharing Device;
*  Windows 10 BbibpaTb «YCTAHOBUTbL C ANCKa» U yKasaTb MECTOMOJSIOXKEHMNE
anna gpavisepa RNDIS.inf.

Mpumeyanune. Ecnn gpavieep USB-nopta B Windows paboTaeT HEKOPPEKTHO,
nameHnTb TMN gpaveBepa ¢ Remote NDIS based Internet Sharing Device Ha
Remote NDIS Compatible Device.

Mocne yctaHoBkM apamnBepa KoHTponnep onpefenutcs kak CeTteBon agantep v
OyneT goctyneH B cnvcke CeTeBbIX NOAKITHOYEHUN.
Meperitn B NMaHenb ynpaBneHusa > Cetb u UHTepHeT > CeTeBble NOAKNIOYEHMUS,
HanTh nosiBuBLUMICS CeTeBOM aganTep M B CNUCKE, BbiNadalwLleM MNpu HaxaTuu
npaBou KHOMKM MbILK, BbibpaTs CBOMCTBA.
Bo Bknagke Cetb nepentm B CBomctBa TCP/IPv4d u 3apaTb cnegywowme
napameTpbl:

e |P-agpec —192.168.255.2;

e Macka nogcetu — 255.255.255.0;

e  OCHOBHOW LWno3 — 192.168.255.1.
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Haxatb Be3ae kHonky OK.

Hanee nepenitu B Beb-uHTepdenc KoHtponnepa, Habpas B cTpoke BBoAa Gpay3epa
YCTaHOBMEHHbIN NO ymMonyaHuio agpec http://192.168.255.1 nubo https://192.168.255.1 (B
3aBUCUMMOCTM OT TOrO, Kakow 13 npoTokonos http/https BkntoueR).

8.14. ABTOopM3auua B Beb6-nHTepence ¢ mcnorib3oBaHueM nNpoTokona
RADIUS

KoHTponnep no3sonsieT nonb3oBaTensam NpoxXoauTb aBTOpM3auunio B BeO-uHTepdence npu
nomowm yaanéHHoro cepsepa aBTopm3auum no npotokony RADIUS. [Ona asTopu3aumm MOXHO
ncnonb3oBaTtb nobon OOCTYNHbIN RADIUS-cepsep, Hanpumep, tekRADIUS
(https://www.kaplansoft.com/TekRADIUS/).

Mpumep aBTOpU3aumm Npu nomowm cepeepa tekRADIUS
[ns aBTopusaummn nonb3oBaTtenen Heobxoammo:

1) yctaHoBUTb U HacTpouTb npunoxenne tekRADIUS, yctaHoBute Microsoft SQL Server
(TpebyeTtcs gna koppektHon paboTel tekRADIUS). Cosgatb 6a3y gaHHbIX maponew, ¢
koTopon bygeT pabotatb tekRADIUS. NogpobHas MHCTPYKLMSA Mo yCTaHOBKE OOCTYMHA
Ha cainTe pa3paboTyuka;

2) pobaeutb HoBoe ycTporctBo B tekRADIUS, gna atoro Ha Bknagke «Clients» (Pwuc.)
3apatb B none NAS IP-agpec KoHTponnepa, B none Secret ykasaTb CEKpETHbIN KIltoM,
nonsa Vendor, Enabled un Interim Update Period HacTpouTb cornacHo Puc.. lMocne BBoaa
BCEX [aHHbIX HaXkaTb KHOMKY «400aBUTb» (3€NEHbIN NIOC);

=
File Service Help

Users Groups Clients  Settings Application Log Active Sessions Dictionary Editor Reporting Counters  SQL

NAS Secret Vendor Username Part Enabled Interim Update

192.168.0.254 12345 ietf Yes 0
Default 12345 ietf ‘Yes 0

RADIUS Client Properties |

| HAS Secret Username Part Vendar Enabled Interim Update Period
[192.168.0.254 | [12345 || - ™ 0[] seconds

| Kill Command

I |

]

| Add, Edit or Delete RADIUS clients... 7

Puc.15. OkHo no6aBneHus knmueHTta tekRADIUS

3) pobaBuTb y4é€THble OaHHbIe MONb3oBaTeNsd, ONA 3TOro Ha Bkragke «Users» BBecTU
HOBOE MMS NMOJNIb30BaTENS N HaXaTb KHOMKY JobaBuTb (cM. 16);
4) po6aBuWTb Naporb NOMb30BaTENS:
e BblbpaTb JOGaBNEHHOro NONb30BaTENS B CMIMCKE NONb30BaTENeN;
e B BbliNagatowem cnucke «Tun atpndytar» Boibpatb «Checky;
e B BbIiNagawLlem cnucke «HassaHne atpubyTta» Boibpatb «User-Passwordy»;
e B none «TekcT aTpubyTay BBECTM KenaeMblii Naponb;
e HaxaTb KHOMKY «[Jo6aBUTb aTpUByT».
[ob6asneHHbIN Naponb oTobpasnTcs B cnucke atpubyToB BbIGpaHHOro nonb3oBaTens;
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5) ycTaHOBUTbL aAMWHMUCTPATMBHEIN YPOBEHL OOCTYNA:
BblIOpaTb A06aBNEHHOro NoNb3oBaTens B CMCKe Nonb3oBaTene;
B BblNagatoLlem cnucke « Tun atpubyTa» Bbibpath «Success-Reply»;
B Bbinagarowem cnucke «HassaHue atpnbyTtax» BbibpaTtb «Vendor-Specificy;
B none «TekcT aTpmbyTtay BBecTM «admin_allowedy;
e HaxaTb KHOnky «[JobaBuTtb aTpnbyT».
[ob6aBneHHbIN aTpnbyT 0TOOPa3nTCA B Cnncke aTpubyTOR BbIGPAHHOrO Mosb30BaTenNs;

& TekRADIU
File Service Help

Users Groups Clients Settings Application Log Active Sessions Dictionary Editor Reporting Counters SQL

Browse Users User admin {(Enabled)
Al o i :
| had [ 5227502 = e & I: Attribute Type Value
HSErRETE Group User-Password Check e
2 Vendor-Specific Succes... admin_allowed
admin 192.168.0.254
test 192.168.0.254
user 192.168.0.254
KHonka gobasuTe
aTpubyT
KHonka pobasuTe
nonssosartens
Wma HoBOTO NOAL3OBETENE ] Tun ETHE\.‘TE e e Teser ETi”s"”a
|
|te§t 192.168.0.2 & @ X Success-Reply v | | Vendor-Specific w |admin_a|lm\'&d v| 2h e X

User 'admin’ selected...

Puc.16. OkHo no6aBneHus nonb3oBaTtens tekRADIUS

6) B BebO-mHTepdence KoHTponnepa Ha cTpaHuue «lMpoTokonbl», Ha Bknagke «RADIUS»
yctaHoBuUTb |IP-agpec n ceteBoin nopt cepBepa tekRADIUS 1 cekpeTHbIN Kitou.

RADIUS SNMP NTP SMTP TFTP Syslog

HacTpouku RADIUS
IP-agpec

192.168.0.1

Mopt

1812

CeKpeTHbIR KoY

B KoHTtponnepe u B tekRADIUS pomkeH 6biTb yka3aH OOUH U TOT XXe CEKPETHbIN Kitoy!
8.15. Ucnonb3oBaHue TFTP (goctyn Kk dpannam Ha cepBepe)
KoHTponnep no npotokony TFTP moxeT BbiNonHATbL 06HoBNeHMe BCcTpoeHHoro MO, a Takke

MMIMOPT M 3KCNopT KOHCbI/IpraLI,I/IVI, aHanorn4yHo (byHKLI,I/IﬂM, OOCTYNHbIM 4epe3 Be6-|/|HTepd)e|7|c.
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B atom cnyyae KonTponnep BbicTynaet B ponu TFTP-knueHTa, noatomy Ansg nepefayunm OaHHbIX
notpebyetca wucnone3oBaHne TFTP-cepBepa, ycraHoBneHHoro Ha [1K, Hanpumep, Tftpd64
(http://www.tftpd64.com/).

Mopsgok obHoBneHus MO ¢ TFTP cepsepa onucad B n. 10.2.

8.15.1. Mopsagok nmnopTa KoHdurypaumm:

e pasmectuTb Ha TFTP-cepBepe chann c kKoHdurypaumen KoHtponnepa;

e B BebG-nHTepdelice Ha cTpanuue «KoHTponnep» B none «Choose File» BBECTN ums
dpanna koHdurypaumm Ha TFTP-cepBepe;

e HaxaTb KHOMKY «/IMMOPT HACcTPOEK».

8.15.2. Mopsagok akcnopTa KoHdUrypauum:

e B Beb-MHTepdelice Ha cTpaHuue «KoHTponnep» oTMeTuTh BoiopaTth «Hepes TFTP»,
B Mofle HWXe BBeCTM wuMsa dainna, nog KoTopbiM TpebyeTcs COXpaHWUTb
KoHgurypauuto Ha TFTP-cepsepe;

e  HaxaTb KHOMKY «KCMOPT HaCTPOeEK».

MpumeyaHue. Mepen Havanom akcnopTa KOHUrypauum HeobxoaumMo yoeamTbes, YTo Ha
cepBepe HeT dhanna ¢ TaknuM Xe UMEHEM.

8.16.Mepepaya paHHbLIX Ha cepBep XypHanupoBaHua Syslog

Ha BKMIOYEHHBIE CcepBep JKypHanvMpoBaHWsI OTNPaBMisAlOTCA  COOOLUEHWS, KOTopble
COXPaHATCA BO BHYTPEHHEM XypHare coBbITUiA, B TOM YnChe:

ycnellHas aBTopusauums nonb3oBartens yepes Beb-nHtepdenc nnm CLI,
HeycnellHas aBTopm3aums nonb3oBarens Yepes Beb-uHtepderic nnu CLI,
nonbiTka AocTyna 6e3 aBTopusauun (CkaHMpoBaHWe NOpPTOB),
nepesarpyska KoHTponnepa.

8.17.CTopoX No AOCTYNHOCTN YCTPOUCTB B CE€TU

KoHTponnep no3sonsieT NpoBepsATb OOCTYNHOCTb CETEBbLIX YCTPOMCTB Mo npotokony ICMP.
Onsa BknoyeHus aTon yHKkumm Heobxogmmo Ha crpanuue «Watchdog» 3apatb IP-agpec
NpOBEPSEMOr0 YCTPOMCTBA, YCTAHOBUTb MEPUOANYHOCTb M KONIMYECTBO 3anpoCcOB, MOCMe KOTOPOro
NPOu3oMAET Nepesanyck BbIGpaHHbIX FPynn PO3eTOK, 1 OTMETUTb YeK-BOKC « BKrtoyeH».

8.18. OTnpaBka coobweHun Ha E-mail

Ons Bcex BxOOOB, OATYMKOB W YCTPOMCTB LOCTYNHA BO3MOXHOCTb OTMpaBku e-mail-
coobuieHun no npotokony SMTP. [na orpaHuydennst Tpaduka coObITUS WU3MEHEHWUS COCTOSHWN
rpynnupyoTcst B 0OHO cOoOoBLLeHMe M OTNPaBnsOTCA He Yalle OOHOro pasa B MUHYTY. BoamoxHa
HacTpoWka 4O 2 aapecoB nonyvartenen.

8.19. HacTtpounka BMpTyanbHOro nocrneaoBatesibHOro nopra

Ons BKMYeHUA BUPTyamnbHOro nocregoBatensHoro nopta KoHTponnepa Heobxognmo B
BeG-nHTepdence B NyHKTe MeHIO «VIHTepdelchbl» BbiOpaTh BKNaaKy C MHTEPdENCOM, K KOTOPOMY
Heob6X04MMO NPeAoCTaBWUTb OOCTYM, U YCTAHOBUTb Tranoyky «npo3payHbii nopt». OcTanbHble
HaCcTPOMKM [OOJDKHbI COOTBETCTBOBATb HACTPOMKaM MOAKMOYMEHHOTO K 3TOMYy WHTepdeincy
ycTponcTBa. HaxaTb KHOMKy « [ IpUMEeHUTbY.
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RE-485#1 RS-485#2 RS-485%3

X
w
k=]
5]
[}

Hactponku RS-485#2

Tin

Homep annapaTHoro nopra

CropocTb

115200 W
YeTHocTb

no parity w
Cron énTb!

1 v

InvHa faHHBIX

8 v
MpospaYHbli NopT
TaiiMayT ONpoca NpospaYHoro nopTa (cexyHa)

1

Mopt

60001

Jdanee HeobX0QUMO YCTaHOBUTb W HACTPOUTb BUPTYyanbHbIA MOPT Ha KOMMNbIOTEPE, C
KOTOporo 6yaeT nomnyyeH yaanéHHbIi 4OCTYN K NOpTY.

Hwxe Ha npumepe gparneepa HW Group (www.hw-group.com) nokasaH nopsigok HacTpPOMKM
Opansepa.

CkavaTtb " yCTaHOBUTb Opawsep nopta https://www.hw-
group.com/files/download/sw/version/hw-vsp3s 3-1-2.exe.

3anyctute nporpammy Hactponku nopta «HW Virtual Serial Port», B nosBuBliemMcsa OkHe
HaxaTb KHomMKy «Login». OTKpoeTcsa OKHO aBTOpu3aumm, HaxaTtb kKHonky «OK». Nocne aBTopusaumu
OyayT OOCTYMHbI HACTPOWKM.

Hanee BbibpaTtb Hencnonb3yembinn B cucteme COM-nopT, BBectn IP-agpec KoHTponnepa u
Homep ceTeBoro nopta KoHTponnepa (MOXHO YyBMAETb B Beb-vHTepdence, NyHKT MEHI0
«MocnepoBaTenbHble NOPThI», None «lopT»).

ﬁ HW Virtual Serial Port - HW V5P3 (Admin access) — >
UDP Search  Virtual Serial Port ]Settingsl Advancedl Ahout I
General
Fort Name: IP Address, Part:
[Com3 | = [12215m0254 | o |254nd
[ Estemal NYT Commands Port: 2003
WSP LN
Status: Deleted Status:  Closed
Baud:
Bits: B Counters
Parity: - WEP: LaM QUEUE
Stopbits: - Ry o 0 o
Handflow: - T« 0 o o
ﬁ LCreate COM
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HaxaTte kHonky «Create COM». Yepes HekoTOpoe Bpemsi, B Crflydyae YCMeLHOoro
noakntoyeHus, «Status» B none «LAN» namenutcsa Ha «Connected».

g HW Virtual Serial Port - HW VSP3 (Admin access) — >
UDP Search Setlingsw Advancedl About ]
General
oMz =l [152. 165 0 254 | : [25400
r 2003
VEP LAH
Status: Created Statuz:  Connected
Baud
Bits: Counters
Parity: - WSP: L&H QUELE:
Stopbits: - R 0 0 0
Handflow: - T 0 o 0
| X Delete COM |

BupTyanbHbIii nocnegoBaterbHbI NOPT FOTOB K paboTe.

‘ Wcnonb3oBaHne RS-485#1 B pexume «nNpo3payHbii MOPT» HEBO3MOXHO.

9. HacTtpowka BHELIHUX YCTPOUCTB

MakcumanbHoe KONMMYecTBO OAHOBPEMEHHO MOAKMHOYEHHBIX K noptam RS-232, RS-485
BHELLHUX YCTPOMCTB orpaHuyeHo 12 wr. MNopsagok unsmyeckoro NoaknioveHns npueedéH B n. 6.7.

HacTtpowika

PDU pgna paboTbl cO BHOBb MNOAKMYEHHBIM BHELWHUM YCTPOMCTBOM CBOAUTCHA K

creayoLemy:

e Ha cTpaHuue MHmepgelck! BbIbpaTb NOPT, K KOTOPOMY MOAKIIOYEHO YCTPOWCTBO, U
YCTaHOBWTb MapameTpbl: CKOPOCTb, YETHOCTb WM T. M., NPO3padvHbli MOPT — He
oTMeueH. HaxaTb KHOMKy «[1puMeHnTbY;

e Ha cTpaHuue Ycmpotcmea>BHewHue HaxaTb KHOMKY «+[obaBuTb», BbIGpaThb
WabnoH, COOTBETCTBYIOLLMNA MOAKITHYAEMOMY YCTPONCTBY, U NOPT, K KOTOPOMY OHO
nogknoYyeHo, Hanpumep, RS-485-3;

e HaxaTb CMMBOI «LUECTepEHKay, pacnosioXeHHbIN cnpasa B CTPOKe YCTPONCTBA;

e cpenaTtb HeOOXOAMMbIE HACTPONKM, COXPaHUTb M3MEHEHMS.

[eTanbHble YKa3aHus no HaCTpOVIKe yCTpOVICTB Pa3HOro Tuna npmuBeneHbl HUXe.

9.1. KoHanumoHepbl Rem
[na nogknoyYeHnsa Mcnonb3oBaTh CrieayoLmMe AaHHble (N0 YMOMYaHuio)
MapameTp OnucaHue Ownana3soH
3Ha4YeHuUn
ID ycTpowcTBa Slave-agpec koHgMUMOHepa 1...254
HacTpouku
nocnegoBaTernbHOro nopTra:
- Baudrate 9600
- BUT YETHOCTH Het
- cTON-OM1THI 1
- ANWUHA AaHHbIX 8
Mopenb Mopgenb KoHOMUMOHEpa REM/REM-5U
B MeHI0 HacTponku 3agaTh criegylolme 3Ha4YeHUs:
Temnepatypa OTKIIOYEHMS | 3HaYeHne, Npy KOTOPOM OXITaAMTerNb BbIKMOYaeTCs 15...50
oxnagutens (°C)
M'mcTepesnc BKMOYeHus | 3HayeHne, Ha  KOTOpoe AofbkHa  nosbicutbes | 1...10
oxnagutens (°C) TemnepaTypa Ans BKIOYEeHUs oxnagutens
Temnepatypa OTKINIOYEHMS | 3Ha4YeHue, Npy KOTOPOM HarpeBaTesb BbIKMYaeTcs -15...15
HarpeBaTens (°C)
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Mmctepesuc BKMOYEeHUs | 3HayeHwne, Ha  KOTOpoe  [JormkHa  cHu3uTbed | 1...10
Harpeatens (°C) TemnepaTypa 4518 BKNIYEeHUs HarpesaTess

Temnepatypa oTkntoveHusa | Temnepatypa, npu  koTopon  octaHasnueaetcs | —20...50
BHYTPEHHEro BEHTMNATOPA | BHYTPEHHUA BEHTUNATOP

(°C)

lMocne coeguHeHnst ¢ koHauuuoHepom Rem Ha cTpaHuue «MoHuTop» OGyneT oTobpaxaTbCs nnawika ¢
OaHHbIMU.

Rem Condition

MMetoTCs oLIMEKH

Te — remnepatypa ncnaputens (°C),

Tc — Temnepatypa koHgeHcatopa (°C),

Ti — Temnepatypa BHyTpeHHero 6noka (°C),

H — BnaxHocTb (%),

ON — oTobpaxaeTcs COCTOsIHNE BHYTPEHHMX BNOKOB KOHAMLMOHEPA,
IntFAN — BKMOYEH BEHTUNIATOP BHYTPEHHero brnoka,
ExtFAN — BKMNtOYEH BEHTUNATOP BHELIHEro OrloKa,
COOLING - BKINIOYEH pexum oxnaxaeHus,

HEAT — Bkno4€H pexum Harpesa.

Err: — owmnbku:

HT —High Temperature,

LT - Low Temperature,

HH - High humidity,

LH - Low humidity,

ES - Evaporator Temperature sensor failure,

CTS - Condenser Temp. sensor failure,

ITS - Indoor Temp. sensor failure,

HS - Humidity sensor failure,

IF — Internal fan failure,

EF — External fan failure,

CF - Condenser Temperature sensor failure,
HF  — Heater failure,

HP  —High pressure,
LP  —Low pressure,
HPL - High pressure lock,

LPL - Low pressure lock.
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B cny4ae oTcyTCTBMA YyCTPOMCTBA B NONne AaHHbIX 6yaeT ycraHoBneHo 3HavdeHne « HEQOCTYMHOy.

9.2. Uundposble Tepmoctatbl R-MCx-DMTH

[ns nogknoveHns ncnosnb3oBaTtb cnegywuwine gaHHble (I'IO ymonanvuo)

MapameTp OnucaHwue Ovana3oH
3Ha4YeHUNn
ID ycTpowicTBa Slave-agpec koHgMUMoHepa 1...254
HacTponiku
nocriefoBaTesfibHOro nopra:
- Baudrate 115 200
- BUT YETHOCTKN Het
- cTOon-6UTHI 1
- ANWHA AaHHbIX 8

Mpn gobaBneHUn BCe HaCTPOWKN NepBbIV pa3 CYNTbIBAKOTCA U3 TepmocTaTta U COXpaHATCS
B KoHTponnepe. Ecnn Ha momeHT gobasneHns TepmocTaTt He 6bin nogkntodéH k KoHTponnepy, To
HaCTPOWKM CUMTAIOTCA MpU ero nepBoM MNOAKMYeHuW. B panbHenwem Bce HaCTPOMKU MOXHO
N3MEeHUTb TOMbKO Yepe3 Beb-nHTepdernic KoHTponnepa. Npu nonbiTke nsMeHeHNs Yyepes aKpaHHoe
MeHt0 TepMocTaTta HaCTPOMKN BEPHYTCH K 3HaYeHUsAM, coxpaHéHHbiM B PDU.

Ecnun k KoHTponnepy BMecTo oAHoro TepmocTaTa MOAKMOYUTL OPYrow, TO B MOCeaHun
3anuyTCs HAaCTPOWKKU, coxpaHéHHble B PDU.

Mpn mmnopTe KoHdurypaumm ms darnna depes Beb-uHTepdeiic unu ¢ TFTP-cepBepa
HacTpoikn TepmoctaTta 13 channa KoHdurypaumm (Npyu nx Hanuummn) coxpaHatca B PDU n 3atem
nepenuyTcs B NOAKNIOYEHHbBIN TepmocTar.

[na nameHeHns HacTpoek TepmMocTaTta HaxaTb «HacTponkm».
CTtpaHuua HacTpoek TepMocTaTa COAEPXUT TPU BKIAZKU.

Ha Bknagke «Pexumbl» 3a0al0TCA OCHOBHble MapameTpbl PperynupoBaHuUs W 3aluThbl
obopynoBaHus.

Moppasgen «OB6LWwMe HaCTPOMKN»

O6LmMe HaCTPOMKHM

PerynupoBsaHue no nokasaHusm
UCMPaBHOro AaTymka ¢ MakcumanbHbIM
npUopUTETOM

Temn. BKN.
Harpesatens (T1 °C)

McTepesaunc oTk.
Harpesatens (T1h °C)
Temn. BKn.
BeHTUNATOpa (T2 °C)
MucTepeanc oTkn.

BeHTUnATopa (T2h °C)

ﬂOpOl’ BKIMKOYEHUA

80
ocyuwenus (H %)

meepeamc OTKn.

30
ocywenus (Hh %)

«Temn. BkntoyeHus HarpesaTens (T1, °C)»
«Temn. BknoyeHusa seHTunatopa (T2, °C)»
«l'nctepesuc otkn. HarpeBatens (T1h, °C)»
«l'nctepesunc oTkn. BeHTungatopa (T2h, °C)»

[lmarpaMmma COOTBETCTBMSI HACTPOEK COCTOSIHMSIM TepMocTaTa NpBeAeHa HXKE.
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HarpeeaTans Harpesarens
BEMUEK OTENREH

¢_m{—
—’*VT'—+

BexmunaATOpD BesmenATop
OTENREH BEMOUSH

¢—’ﬂ‘.‘—

I'Ile HanMyMM MNOAOKITIOYEHHOIO K TepMOCTaTy Agatynka TemnepaTtypbl U BITaXHOCTU
aKTUBUNPYETCA PEXMM KOHTPOIIA BJ1aXXHOCTU.

MapameTpbl «lMopor BknoveHns ocywenns (H %)» n «mctepesnc OTKMIOYEHUS OCYLLEHUs
(Hh %)» cBsizaHbl ¢ pexxumamu paboTbl TepmocTaTta cregyloLmm oopasom:

i
Ooyweswe Ooymess

BhEMMIEHD BEMIAEHD

Q H - Hh |..|;—

Moppasgensl «3awmTa akTMBHOrO 06opyaoBaHusa» n « CHUXeHNe n3Hocar»

3awmra akTMBHOro o6opyZioBaHuUA

XonoaHblli cTapT

Mopor 3anycka npu
xonogHom ctapte (T3 0
OC)

3alyuTa oT neperpesa

Temnepatypa

60
oTKnoYeHus (T4 °C)

McTepesnc 3awuThbl
oT neperpesa (T4h 20
OC)

CHMXeHue u3Hoca

MwuH. Bpems
nepekxrnioYyeHns pene 30
(cek.)

Yekbokcbl «XO0noaHbIN cTapm™ " «3awmTta ot neperpesa» akKTUBUPYKOT COOTBETCTBYHOLLNE
peXumMbl ynpasreHna pene akTuBHOro 060pyD,OBaHVIH TepMOCTaTa.

MapameTpbl «[Mopor 3anycka npu xonogHom ctapte (T3, °C)», « TemnepaTtypa OTKIHOYEHUS
(T4, °C)» n «'uctepesnc s3awmTtel ot neperpesa (T4h, °C)» cBa3aHbl C COCTOAHMEM pene akTUBHOMO
obopynoBaHusa TepmocTaTta cnefyoLwum obpasom:
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4>!T’_+

DEopynoeatme DEopynoeatme OBopynoBame

OTENSIISHD = T2 > EEMOMEHD CTENSOYSH0
L T4-T4h -f—

«CHmKeHMe Kn3Hoca» no3BonseT HaCcTpoOuTb «MuH. BpeMA NepeKkrtovYeHna pene», Tem
CamMbiM npoaneBada CpokK CJ'IY)K6bI BEHTUINATOpPA, HarpeBartend, aKTUBHOIo OGOPWJ,OBaHVIFI n
KOMMYTaUUNOHHbIX pere.

Ha Bknagke «daTtumkmn» oTobparkatloTCs HACTPOMKM N COCTOSIHME AATYMKOB, NOAKMIOYEHHbIX K
TepMmocTary.

Kaxkgbin gaTymk MoxeT ObITb BKIIOYEH UMW BbIKITIOYEH, TaKKe AN JAaTYMKOB HacTpamBaeTcs
npuoputeT. NpuopnteT 3agaétcsa B3aMMOUCKIOYAOLWMM CNOCOOOM: ABa AaTyuka He MOryT UMeTb
O[MHAKOBbIN MpUopuTeT.

«[JaTumk HapyXHoOW TemnepaTypbl» BbIOUpaETCs U3 OATYMKOB, ANl KOTOPbIX OOMycKaeTcs
HapyxHas ycTaHOBKa.

KHonka «Mouck paTtymkoB 1-Wire» nossonsieT 3anycTUTb CKaHWpoBaHME LWWHbI 1-wire
TepmocTara.

lNokasaHns [aTynkoB OTO6pa)KaIOTCFI B Tabnwuue HaCTpoOeK AOaT4yunKoB. Ecnn partymk
d)VISVI‘-IeCKVI He NOLKITOYEH, HeuncnpaBseH Ui BbIKIMKO4YEH — B NoJi1e AaHHbIX 0T06pa>KaeTc;| «NA».

Oatyuk BrnoyeH MpuopuTeT MokasaHuA
T1 (1-wire, IN1) 4 v 25.8°C
T2 (1-wire, IN2) 3 v 26.1°C
TH (IN2) 2 ~ 26.9°C/33%Rh
INT 1 (min) |~ 258°C

PerynupoBaHWe No NoOKasaHWAM MCNPABHOTO AaTYMKA ¢ MaKCMMANBHBIM NPHOPUTETOM

JaT4YuK HApYKHON TeMNEpaTypLl T2 v

Mownck nat4ukos 1-Wire

Bknapgka «[NogknioveHme» nossonseT yctaHoButb Modbus ID TepmocTaTa.
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ID ycTponctBa 1

Bepcua MO 1.21
Wcnonbsosatb TFTP ()

BeiGepute daiin ] daiin He BbIGpaH

BHumaHue! HacTtpoiiku nocriegosaTenbHOro nopra:
Ckopoctb 115200

o CTOnM-6UTHI 1

e BUTbl AaHHbIX 8

* YeTHOCTb HeT

[na coxpaHeHus HacTpoek HeobxoouMMO HaxaTb KHOMKY «[puMeHuTb», Ans Bbixoga —
KHOMKY «OTMeHay.

Ecnn nogkntoveHne n HacCTPOWMKM BbIMOSHEHbI NPaBUbHO, TO Yepe3 HEKOTOpOe BpPeMs Ha
cTpaHuue «MoHnTop» oTo6pasnTca nnallka ¢ cocTosHnem TepmocTtara.

w e

Thermocontrol

Ti: 24.0°C

H: 37%Rh

Te: 23.9°C

ON: LOAD/FAN
Bl

|12l

VIMeroTes olWneKku

Ti— TeMneparypa ncnpaBHOro gatymka ¢ HamBbICLLM NMPUOPUTETOM,
H — 3HauyeHne OTHOCUTENBHOM BNAXXHOCTU (ech AaT4YUK BJITaXXHOCTU BKJ'IPO‘-IéH),
Te — nokasaHus gatynka HapYy>XHOro Bo3agyxa (ech AaT4vnk Bbl6paH B HaCTPOVIKaX),

ON — oTobpaxatoTcs BKMOYEHHbIE pene:

. LOAD - aktnBHOe 06opynoBaHue,
. FAN — BeHTUNATOP,
. HEAT — HarpeBaTens,

Err — owunokn.

B HwkHem 4yactu oTobpaxkaeTcs COCTOsiHME, KOTOPOE MOXET TMpUHUMAaTb OOHO U3
cnegyowmnx s3HaYeHUn:

«TemnepaTypa B HOpMeE»
«Harpes»
«OxnaxaeHne»
«MmetoTca owmbkm»

PaclundpoBka KoJ0B OLLIMBOK NpuBeAeHa B Tabnuie.

Koa ownbku OToGpaxeHue OWMOKN B MEHIO TepMOcCTaTa
A Pexunm oxnaaHus (aBapuUnHbIA pexum)
B Pexum 3awmTel OT neperpesa
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Pexum «xonogHoro CcTapta»

ABapus BeHTUNATOpPA 1

ABapusa BeHTUNsATOpa 2

ABapus HarpesaTens

ABapusa gatyuka TemnepaTtypbl Tul

T| o M| m| Oo| O

ABapwus faTyvka Temnepatypbl Tu2

ABapusa gatumka Temnepatypbl Tu3

Mepexop Ha pe3epBHbI BHYTPEHHWI AaTYmK TemnepaTypsl

ABapwusa HapPYy>XHOro Aatymka temnepartypbl

ABapI/Iﬂ AaTyunka BNa>HOCTU

Huskas TemnepaTypa

Bbicokas Temnepartypa

[peBbILeHE BRaXHOCTH

| O v Oo|Zz| 2

Owwmbka KoHurypauum

Ona nonyyeHus OONOMHUTENbHOW cnpaBku no TepmocTaty cM. «Ludposon moaynb
ynpaBneHust Mukpoknumatom R-MCx-DMTH. PykoBogcTso no akcnnyataummy.

9.3. MoakntoyeHue 3amka ¢ RFID-pyuykon REM-LOCK-x

Ons nogkntodeHnss REM-LOCK-x (ganee — 3amok) caenaTtb NOOKMOYMEHMS COrMacHo .

6.7.2.

1) B Beb-uHTepderice Ha cTpaHuue «llocnegoBaTtenbHble NOPThI» BblOpaTh MOPT, K
KOTOPOMY MOLKIIOYEH 3aMOK, W YycTaHOBUTbL napameTpbl: Baudrate: 9600, 6wt
YETHOCTU — He OTMeuYeH, 1 cTon-OMT, ANMHA AaHHbIX — 8, NPo3paydHbii NOPT — He
oTMeYeH. HaxaTtb KHoMKy «[TpuMeHnTbY.

MoHuTop
YcTpoiicTBa

JKypHan

CeTb
KoHTponnep
Y4eTHble 3anu1cu
MpoTokonb
Bpema
Watchdog
CurHanusauns
MHTepdeiich

WHbo

RS-232

RS-485#1 RS-485#2 RS-485%3

Hactpoiiku RS-485#2

Tun

Homep a

CropocTh

115200 ~

YeTHoCTb
no parity v
CTon 6uTh|

1 ~

MOnvHa aaHHbIX
8 ~
TNpo3padyHslid nopT

TannmayT

ONPoCa NPO3paYHOro NopTa (CekyHa)

1

Mopt
60001
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2) COpocuTb HACTPOVKN 3aMKa, HaxaB KHOMKY «YO4anuTb BCE KapTbi».

3) [llepentn Ha cTpaHuuy Ycmpoucmea>BHewHue n HaxaTb KHOMKY «+[1o6aBuTby.
[na HoBOro yctpomcTBa oTMETUTb ranoyky «BkntouéH», BeibpaTth wabnoH «REM-
3aMOK» M Ha3HauuTb MOPT, K KOTOPOMY MOAKMOYEH 3aMok. [pu HeobxoammocTu
MoxHO BBecTM «Ums», oTmetuTb «OTnpaBka trap», «E-mail» 1 HasHaunTb
«pynny». Haxatb KHOMKy «[TpuMeHnTbY.

4) [nsa nameHeHMs HACTPOEK 3aMKa HaXkaTb KHOMKY « HacTponkm».

B okHe HacTpoek 6yayT AOCTYMHbI:

ID ycTpoiicTBa,

BpeMs OTKPbITUS ABEPMU,
yAanéHHoe OTKpbITUE ABEpPM,
ynpaBrieHne kapTaMmu 4ocTyna.

HacTtpoiku "RemLockindoor”

3

REM-LOCK-CARD

OTKpbITb IBEPL Henb3s 0AHOBPEMEHHD OTKPbIBATE 6o5ee 1 pyqKW

U0 Homep kapTbl

InDoorManager 763534883 YRanuts

063BUTh KapTYy.
Y0znuTe BCe KapThl

MNpuMeHnTL 3akpeITe

YctaHoBUTL TpebyeMoe «BpemMs OTKpbITUS ABEpU» U [06GaBUTL KapTy AoCTyna:

5) HaxaTb kHONKy «[J06aBuTb KapTy».
6) B nosBmBLIEMCA OKHe 3anonHuTb nonst «®NO Bnagensua» n «Homep KapTbi».

[na aBTo3anonHeHuss HomMepa KapTbl NnogHecTn kapTy K cuutbiBatento MNOCJTIE oTkpblTUA
OKHa gobaBneHus.

7) HaxaTtb kHony «[TpUMeHUTbY.

HobaBuTb KapTy

©O Bnagensya

Remer

Homep kapTel
| 123456 |

oo | o

8) B okHe HacTpowiku 3amka oTobpasuTca gobaBneHHas kapTa.
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9)

Mpn HeobxoanmocTn fobasuTb eLlé kapTol (He 6onee 100).

10) Ona yonaneHns ogHOM KapThl HaXaTb KHOMKY «YOanuTb», AN yoaneHus Bcex kapT

HaXaTb KHOMKY «Ypanutb Bce KapTbi».

11) Haxatb kHONKy «[MpuMeHnTb.
12) MpoBepuTb nogknoyeHne HaxatveM Ha KHomnky «OTKpbITb OBEpPb» B HACTPOMKax

3aMKa Ha cTpaHuue Ycmpolcmea>BHewHue, 3aMOK OOMKEH OTKPbITLCS Ha BpeMs,
ykazaHHoe B none «Bpems oTkpbiTMS gBepu», a Ha cTpaHuue «MoHWTOp
onepartopa» [[O/MKHO WM3MEHWUTbCA cOocTosiHMe 3amka. OTKpbITb ABEPb BO3MOXHO
TaKkKe HaXaTeM Ha NOM3YHOK Ha KapTodke YCTPOWCTBA B MOHWUTOPE onepaTopa.

RemLockIndoor RemLockIndoor
a o

3abnoxkuposaH N
PasénoxkupoBaH

9.4. NopaknroyeHue CPDU

[nsa nogkntoyeHns ogHoro unm Heckonbkux CPDU Heob6xoammo:

B BeO-nHTEpdence KoHTponnepa nepenTn Ha cTpaHnuy Yecmpoticmea>Po3emkKu;
nogkntoumTe kKabenem k nopty RS-485 KoHTponnepa HoBbii CPDU. He
gonyckaeTtcs nogkntoveHme bonee ogHoro HoBoro CPDU 3a ogHy onepauuto. Ecnn
00 nNpoBefeHus onepauun kK ocHoBHoMy KoHTponnepy yxe 6bin nogkntiodyéH CPDU,
NX OTKMNOYEHUE He noTpebyeTcs;

HaxaTb KHOMKy «+ [ob6aesute CPDU». B pesynbTaTe ycnewHoro noucka BO BCe
nameputenun Hoeoro CPDU OyaeT 3anucaH agpec, a B ocHoBHon KoHTpornnep 6yget
3anucaHa koHdurypaums nogknovyéHHoro CPDU. B Beb-uHTepdberice cTaHeT
OOCTYNHO COCTOSIHME pene 1 nsMeputernbHbix kaHanos Hosoro CPDU. Ecnn oTBeTa
oT HoBoro CPDU He nony4yeHo, To BbiBoguUTCA coobueHne «Owunbka. MNpoeepbTe
KOPPEKTHOCTb MnoAkmntoveHus kabensi. Ybeautecb, 4YTO MOAOKMIOYEH TOSNbKO OOMH
HenHuumannanposaHHbii CPDU»;

Cnegyowme CPDU nogkntounTb aHanormyHo.

C6poc agpecos B CPDU u ounctka cnvcka CPDU B 0CHOBHOM KOHTposnnepe

[nsa ncnonb3oBaHnsa CPDU, eanHoxabl COeAMHEHHBIX C OCHOBHbBIM KOHTPOSepom no n. 9.4,
B HOBOW KOHpurypaumm (OKpy>KeHur) nmbo C HOBbIM OCHOBHbLIM KOHTpoOmnnepom TpebyeTcsa cbpoc

agpeca CPDU.

Mpn wn3MeHeHWn KOoHUrypauun MOOKIMIOYEHHBIX K OCHOBHOMY KoHTponnepy CPDU
TpebyeTtcs oumcTka cnmcka CPDU B OCHOBHOM KOHTponnepe.

[nsa BeINONHEHNs1 06eunx onepaunin Heobxoaumo:

9.5.

y6eautbcs, uto Bce CPDU, agpeca koTopbix HE06X04MMO COpOCUTL, MOAKITHYEHbBI K
OCHOBHOMY KOHTPOINEpPY;

B BeG-nHTEpdence KoHTponnepa nepenTu Ha cTpaHnly Yempotlcmea>Po3emku;
HaxaTb kHonky «Copoc CPDU»;

B nosiBMBLUEMCS npurnaweHun «Mpu noaTBepXOeHMU onepauun agpeca Bcex
nogkntovéHHeix CPDU 6yayT cbpolleHbl, a aaHHble 060 Bcex CPDU B OCHOBHOM
KOHTponnepe — CTéPTbI» HaxaTb «[oaTBepanTb» NM60 « OTMEHUTBLY.

MoaknioyeHne HMI-aucnnes R-HTPx

K opgHomy nopTy RS-485 PDU MOXHO nogkmiounTb Tonbko oguH aucnnen R-HTP. Ons

9TOro:
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9.6.

Ha cTpaHuue UHmepdgbelicb! BbiOpaTb NOPT, K KOTOPOMY MOAKMIOYEH AMCMNEN, U
YCTaHOBUTb MapameTpbl: ckopocTb — 9600, 4éTtHoCTb — HeT, 1 cTon-6uT, AnuvHa
OaHHbIX — 8, NpO3payHbIv NOPT — HE OTMeYeH. HaxaTb KHOoNKy «[puMeHnTbY;

Ha cTpaHuue Ycmpoticmea>BHewHue HaxaTb KHomky «+ [JobaButb», BbiOpaTb
wabnoH «HMI-akpaH» M NOPT, K KOTOPOMY MOAKMOYEH Auchnen, Hanpumep, RS-
485-3;

HaXxaTb CMMBOIN «LUECTEPEHKA», PACNONOXEeHHbIN CripaBa B CTPOKe AMChnes;

B OKHE HacTpoeKk BblbpaTb WUCTOYHMKU AaHHbIX (OaTyMku) Ons oTobpaxeHus Ha
ancnnee. CoxpaHUTb N3MEHEHMS.

MoakntoyeHUe NeHTOYHON CUCTEMbI OOHapyXeHus npote4vkn R-
WLx

Mogayne obHapyXeHus1 NPOTEYKM MMEET pernenHbIn Bbixod, a Takke nopT RS-485/Modbus
(Tonbko gna R-WL-1S). MNogkntodeHne moayns k anckpetHoMy Bxogy PDU onncaHo B nacnopte Ha

R-WLx. Hmxe

AaHbl Yka3aHusi No nogknoyveHnto moayns k PDU:

Ha cTpaHuue UHmepdgbelicb! BbiOpaTb NOPT, K KOTOPOMY MOAKMIOYEH AMCMNEN, U
YCTaHOBUTb MapameTpbl: ckopocTb — 4800, 4éTtHoCcTb — HeT, 1 cTon-6uT, gnuHa
AaHHbIX — 8, MPO3payHbIN NOPT — HE OTMeYeH. HaxaTb kHonKy «[1prMeHnTbY;

Ha cTpaHuue Ycmpotcmea>BHewHue HaxaTb KHOMKy «+[obaBuTb», BbIOpaTb
wabnoH «R-WL-1S» n nopT, kK kKOTOpOMY NoaknovéH gucnnen, Hanpuvep, RS-485-
3;

HakaTb CMMBOI «LUECTEPEHKAY, PacMoSIOXEHHbIV CpaBa B CTPOKE AMCNIes;

B OKHe HacTpoeKk BblbpaTb WCTOYHWMKM AaHHbIX (4aTyMkn) Onsg oTobpaxeHus Ha
ancnnee. CoxpaHUTb N3MEHEHMS.

10. O6HOBNEHME NporpaMMHOro obecneyeHums

KoHTponnep nossonsieT npounssectu obHosneHve MO m3 panna npownskn, pasmeLLEHHOro

KaK NToKaJibHO

Ha K, Tak n Ha cepBepe TFTP.

®annbl ¢ OOHOBMNEHUAMW OOCTYMHbI Ha CTpaHWLUEe TEeXHUYEeCKOW NOoJOEpXKKWU, CCbifka Ha
koTopyto AdaHa B n. 1. lNepea panbHeNWVMU OEeNCTBUAMKU MX Hado 3arpy3uTb Ha (1K, ¢ koToporo
OyaeT npoussoauTbcs obHoBneHne, nnbo Ha TFTP-cepsep.

10.1.

O6HoBneHue MO ocHoBHOro KoHtponnepa us danna

Hwxe onmcaHo obHoBneHue MO ocHoBHOro KoHTponnepa PDU.

Onsa nepexoga B pexum obHoeneHwus O nepentn B Beb-uHTepderice Ha CTpaHuUy

Konmponnep. HaxaTb kHonky «Pexum obHoBneHus MO».
MoHUTOpP
KoHTponnep
YcTpoiicTea = : e
Monenb: R-MC3-32-4xS-A-MCL-1100-1.8
HKypran Bepcua M0: 153
AnnapartHan peeuaua: "pdu-v2 3
S/N: 1700062
CeTb
KoHTponnep

MMMopT/3KCMopT HAacTpoekK

Y4eTHble 3anvcK

O Tpamoit Yepes TFTP

[pOTOKObI

BoiGepute darn  dain He BbiGpaH

Bpemsd

Wmnopt HacTpoek 3KCnopT HacTpoek
Watchdog - PERRNN T 1 i R

CurH

ANU3ANIAG

OTtkpoeTcs okHo «O6HoBNEeHMe MO».
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O6HOBNEHNE NPOLUNBKMU

McnonesoeaTte TFTP

BolGepuTe aitn  dain He BblGpaH

KypHan coobLeHvi
B oTkpbIBLUEMCSA OKHE HaxkaTb Ha KHOMKy «Bbibepute dann» n 3agatb nyTtb K danny c MO.
HaxaTtb kHonky «OTKpbITbY.
HaxaTb KHoMnKy « OBHOBUTLY.
lMocne 3aBeplueHWs OBHOBNEHUS Ha 9KpaHe MOSABUTCS YBeOOMIEHWe O 3aBepLUeHUM

NPOLUNBKN.

10.2. O6HoBneHue MO KoHTtponnepa 4yepe3 TFTP

Mepen obHoBneHnem Ha cepeepe TFTP Heobxogmmo pasmecTuTb havin ¢ NPOLUMBKOK, a B
KoHTpornnepe HacTpouTb |IP-agpec 1 nopt cepsepa TFTP.

Hactpoutb napametpbl TFTP-cepsepa

MoHKUTop RADIUS ~ SNMP  NTP  SMTP RIS Sysiog
YcTporcTea =
HacTtpoiku TFTP
)KypHaJ‘! |P-agpec
10.251.2.69
MNopt
Cetb 69

Y4eTHble 3anucu

MpoToKoNbI

MosTopuTte Nn. 0, 0.

MocTtaBuTb ranoyky «Mcnonbsosatb TFTP», BBeCcTU nms daiina, Haxatb « OGHOBUTLY.

O6HOBNEHME NMPOLLUMUBKHU

Mcnone3oeate TFTP

®an N0 BeeawTe ums daina

Mocne 3aBeplueHUss OGHOBMEHMSI Ha 3KpaHe MOSABUTCA YBeOOMIIEHME O 3aBepLUeHUU
MPOLLMBKK.
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10.3. O6HoBneHue MO usmeputenbHbix moaynen u CPDU

Hwke onucaHo o6HoBNeHWe BcTpoeHHoro [10  u3aMepuTenbHbiX (BCOMOraTenbHbIX)
moaynen Ha ocHoBHom PDU w/mnn CPDU. lMpownsBoguTca oOHOBpeEMEHHOe OOHOBIIEHME BCEX
moaynen, ycrtaHoeneHHoix B PDU nnn 8 CPDU.

MepenTtn Ha cTpaHuuy Ycmpolcmea>Po3emKku WU HaxaTb KHOMKY ':' B MpaBOM BEPXHEM
yrny Tabnuubl pO3eTOK, BCTPOEHHbIX B OCHOBHOW 6nok wnu Bxogswwmx B coctae CPDU (B
3aBUCUMMOCTM OT TOTO, Kakne Tpedyetca 0OHOBUTD).

MoHWTOp ®asa/KoHTyp BHyTpeHHre  BHellHue

YcTponcTBa
~ e
JKypHan
JluHua  Mmr Watchdog Bpems nepesanycka (cekyHp)
1 Socket1 2
CeTb
2 Socket2 2

MoBTOPUTL NYHKTLI aHanoru4Ho pasgenam 10.1 unm 10.2.
10.4. O6HoBneHue MO TepmocTaTa

Mepentn Ha cTpaHuuy Ycmpoticmea>BHewHue, OTKPbITb HAaCTPOWKM TepmocTaTta, Haxas

e ] (B NpaBoK YacTn CTPOKM).

B oTKpbIBLLEMCS OKHE NepenTn Ha BKnaaky «llogknioveHns».

Hactpouku "Thermocontrol”

PexumMbl N
Hatunku 4
MopxnioueHns ~

1.26/3.1

WcrnonbsosaTte TFTP

Boibepute dann  aitn He BbiGpaH

KM MOCNEA0BATENBHOMD MopTa

CTon &uTbi: 1

Onwra ganHbix: 8
YeTHOCTh: O parity

3aKpbeITh

HaxaTb Ha kHOMKy «Bbibepute chann», ykasatb nytb K danny C NpOLUMBKON W HaXaTb
KHOMKY « OGHOBUTBY:

[oxpaTbCs OKOHYaHMSA YCTaHOBKM (COMPOBOXAAETCS 3anofiIHEHMEM nporpecc-6apa)
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11. PekomeHAaumm no HaCTpoukKe CUCTEM BepXHero ypoBHSA

11.1. HacTtpowka pa6otbl ¢ PDU B cucteme Zabbix

Ha ctpaHuue 3arpy3ok KoHTponmnepa MOXHO 3arpy3nTb YyHMBEpCanbHblA LWabnoH and
ceTeBbIX ycTporcTs mapku « REM» — Template_ REM_ALL.xml (aanee — LWa6noH).

MoctaBuTb PDU Ha MOHUTOpUWHT cneayowmnm obpasom:

1) BouTK B Zabbix, BBeas nmsa nonb3oBartensi U napornb;
2) wvmnopTtuposath LabnoH B Zabbix cornacHo eé doMpMeHHOMY PYKOBOACTBY;
3) «knukHyTb CHOpP AaHHbIX > Y3nbl ceTy;

] A\ He saupnueno

ZABBIX

Maxeny
MOHWTODMHE

T
MHBEHTApU3aLMA

OT4eThi

COOp AaHHbX

Ipynnel watnodos
Tpynns! yanos cemi
LLi2GnoHL

Yanel cem
Obcny»meanHe

4) B OTKPbIBLLUEMCA OKHE Ha)XaTb KHOMKY «Co3patb y3en cetun», pacnosioXXeHHYyo B
BEpXHEM J1eBOM Yriy;
5) B OTKPbIBLLEMCA OKHE BBECTU NUMA Yy3J1a CETU B COOTBETCTBYHOLLEM MNOJIE;
HoBbIW yaen ceTH

¥aen cem IPMI lerm Makpoce! ViHBEHTapW3aLMA |Lndposanke Mpzo0pazosasie 3HaYeHui

Mma yana cet | REM R-MC8

Bugimoe nms

LanoHsl | HaYsKTE NeYsTaTE g MCHG Buiipats

6) B none «lWabnoHbl» HaxaTb Ha «BbiOpaTby;
VimA yana cetd | REM R-MC8

Bugumoe nma

IabnoHel | HaUHWTE NeYaTaTs [ANA NOUCES BriGpats

7) B OTKpbIBLLEMCSI OKHE B CTPOKE HanevataTb «powery» u BbibpaTb « Templates/Powery;
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La6noHel
Mpynna wabnoHa j§j| power ERCpan:
Templates
VimnA Templates/Power
YkaxuTe Kakoe-Hubyab YCrosue B (UNLTPe ANA NPOCMOTPa 3HAUSHMH

8) B BbIMABLUUM CrUCke OTMeTUTb NYHKT «Template. REM_ALL», HaxaTb «Bblbpatb»;
LWa6noHel

Ipynna watnoHa |RELvEIE] ST g Beibpats

ma
APC Smart-UPS 2200 RM by SNMP

APC Smart-UPS 3000 XLM by SNMP

APC UPS Symmetra RX by SNMP

I. Template_ REM_ALL J

=)
9) B none «Ipynnbl y3noB ceTn» HaxaTb «BbibpaTb»;

10) B OTKpPbIBLLUEMCS OKHE MOCTaBUTb ranoyky y «Power» n HaxaTb «BbibpaTb»;
11) B none «NHTepdencbl» HaxaTb «[obaBnTby;
HoekiW y3en cetTw

Ysen cemw IPMI ferm Marpocs VIHBEHTapH3aUMA WudposaHne MNpecfpazosanne 3HIYeHiH

Burawmoe ns

(HELLLEST Tempiate REM_ALL X Boifpate
* rpynnst yanos cen | [RnaEd

Hurepdencst MHTepdeics He 3a5aH0

12) B BbiNaBLem cnucke Bbibpatb « SNMP»;
MHTepdental  Mutepdecs He 3afaHs

Oofazits

CnucaHne Arant

JMX
IPMI
Halnogedse yepes nposcn | (Ge3 npokca) w

ANTHENDDEAHD

13) B nosiBMBLWIEMCS none BBoAa HacTpoek nogknoveHnst no SNMP Beectu |IP-agpec PDU,
BEPCUIO MPOTOKOMA, onucaHue (npu HeobxogMMocTH);

63/68



Pykosodcmeo no akcrnyamayuu PDU2

(= SRANL L ¥

-

WHTepencs:

192.163.10.20

* Bepcwa SMNMP

Sore ]

* SNMP community | {$SNMP_COMMUNITY]
Makc. konudecTeo nosTopenwin @ | 10

v | Mcnons3osanve o0bLeIUHEHHLIX 3anpocos

14) B y3nax cetu nossutca gobaeneHHbin PDU, Kk koTopomy yxe NpuMMeHEH LwabroH
MOHUTOPWHIa;

@ Y3en ceTh foGaBNeH

ounetp Y
Tpynns! yanos ceth Beibpats CocToRKNE AKTWBMPOBEHO [leakTEnpoBaHo
LaGnoHs! BLIOpaTs HabnofeHme uepes Cepaep | Mpokcu
MimA Mpokcu
DNS Teru m Mnn
P ConepuT M YAanTe
loasuTL
Mopt &
WmAa SneMeHTH faHHelx  Tpurmepsl padmkn OOnapywenne Beb® Wurepdeic Mpokcn  LatnoHsl CocToRHue DoctynhocTe LWnchposarve areHta Mugo Ten
REMR-MC2  SnemenTsl Tpurrepst Tpadukn OBnapyweqne Bed 192.168.10.20:161 AKTUBMPOEaHO =
[AaHHE 449
Zahbix server 3nemexTs Tpurrepsi 59 Mpaduks 19 OfHapywenve S Bed 127.0.0.1:10050 AKTWBHPOEEHO ﬂ
AakHHED 104
HHS L
0 eoi0paxo

15) akTMBMpOBaTb HYXXHble 3NeMeHTbl JaHHbIX.
Ona akTuBauuw/geakTMBaLuM 3NEeMeHTOB AaHHbiX B wabnoHe (bygeT npvMeHeHOo Ko
BCEM YCTpOMCTBaM, K KOTOpbIM npuBa3aH wabnoH) nepentn B C6oOp AaHHbIX >

LLIaGnoHbl;

ZABBIX S |||a6noHkl

Marérm
' MOHHTODWHT == T

YEnyTi

HHBEHTAPNIALMA

et

COOD DaiHBx

Tpyneisd Wasdino &
oy APC Sman-UPS 2203 BM
Lo

APC Sman-UPS 3000 XLk
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16) B oTKpbIBLUEMCS CnnCcKe HanTh wabnoH « Template REM_ALL», HaxaTb Ha «QnemMeHTbl

JaHHbIX»;

+

P

17) B OTKpbIBLUEMCH OKHE
ctonbuy «CocTosHue»

Coop naHHbIX

Mpynnkl WabnoHos
Tpynnbl Y3N0E CETH
LG

Yans cetd
OBemysmBaHue
KoppenAuma cofkumiil

ObHapyweHme

OnoseweHHn

APC UPS Galaxy 35

AFC UPS Symmetra LX by

APC UPS S

APC UPS

efra RX

meltra RM by SNMP

Template_REM_aALL

zabbix cobvpaTtb gaHHbIE NO AaHHOMY NapaMeTpy;

fabc,

SNEMEHTbI

OanHLD Ig

SNEHEHTHI

AaHHL

ANEMEHThI

[AHHbLY

SREMEHTE

JaHHL 44

nosaBATCA Bce anemeHTbl AaHHbix no OID 3 wabnoHa. o
BWOHO, aKTUBEH 3MEMEHT AaHHbIX UMW HET, TO ecTb OyaeT nu

T

Tourr

Tour

Towr

\
EpT

Wus

Alarm status
Controller name
CurrentTime
Firmware version
Guard system status

Hit sensor

Hardware revision

PDU Bank Power-1

PDU Bank Power-2

PDU Bank Power-3

PDU Bank Power-4

PDU Bank Power-5

PDU Bank Power-6

Input monitoring phase A Active Power.
Input monitoring phase C Active Power
Input monitoring phase B Active Power.
System reboot status

Settings restore

Controller status

Analog input index: 1

Analog input index: 2

Analog input index: 3

18) ans maccoBou akTuBauuu/geakTnBaunn MOXHO BblOpaTb UHTEPECYIOLME NapameTpbl U

Koy

alarm

controllerName

currentTime

Tw\ersion

quard

hitSensor

hwRevision

pduBankPower1
pduBankPower2
pduBankPower3
pduBankPower4
pduBankPowers
pduBankPowert
pduPowerPhaseAActivePower
pduPowerPhaseActivePower
pduPowerPhaseBActivePower
reboot

restore

status

ainindex1

ainindex2

ainindex3

WuTepaan WcTopua
m 90d
m 90d
m 90d
m 90d
m 90d
m 90d
m 90d
10s 90d
105 90d
10s 90d
10s 90d
108 90d
10s 90d
30s 90d
30s 90d
30s 90d
55 90d
m 90d
m 90d
m 90d
m 90d
m 90d

((AKTVIBI/IpOBaTb)) nnn « OTKNIOUYNTLY nx;
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[MHI MUK U3MEHEHKH

365d

365d

365d

365d

365d

365d

365d

385d

365d

365d

365d

365d

385d

365d

385d

365d

365d

365d

Tun

SNMP arext

SNMP arest

SNMP areHt

SNMP arest

SNMP arest

SNMP arest

SNMP arest

SNMP areHt

SNMP arest

SNMP arest

SNMP arest

SNMP arest

SNMP areHt

SNMP arest

SNMP arest

SNMP arest

SNMP arest

SNMP arext

SNMP arext

SNMP arest

SNMP arest

SNMP arest

CocTo; a

AKTVEMPOBaHO

AKTVENPOEEHO

s

AKTVENpOBaHO

AKTVENpOBaHO

e

AKTVBMPOBaHO




Pykosodcmeo no akcrnyamayuu PDU2

Condition address-2

Condion at

Condifion address-4

| esn Condition unit error code-1
[#] Conddion unit error code-2
| sss Condition unit error code-3
w . Condition unit error code-4

Condition imdax: 1

4 sraEpanHc I| AKTHEVDOS8TE I OTENOYH T |I| Kom

19) ans npocmoTpa nonyyaemMbiX 4aHHbIX NeperTn B MOHUTOPUWHT > NocnegHne AaHHbIE;

ZABBIX

[MaxHenu

MOHWTOPHHT
MpoGnemel
Yano cetm

MocnegHie gaHHse

OnemeHTbl AaHHbIX

Bee wabnoss | Template_ REM_ALL  3nemeHThbl JaHHBIX 44 Tpurr

Ipynnkt WaGnoHos

HIELL AR Template REM_ALL X

]

Knwoy

MpeofpazoBaxHne 3Ha4eHMin

20) B OTKpbIBLLUEMCH OKHE HaxaTb Ha MHTepecyoLyo PDU;

ZABBIX

MNaxenu

MOH]"ITCIpHHi’
MpoGnemsl

¥Yanel ceti
MocneaHue faHHbIe

Kaprui ceten

OOHapy¥eHue

I pynnt Y2Noe cet

¥3nel cetw

Mima

CETH

REM_ R-MCS 19 §Zabbix server 104

component 104

MogunsTp BAMAET TONLKO HA OTHUABTPC

Buifpats

Buifpats

Beifpars

21) B OTKpbIBLLEMCA OKHE 6y£l,yT OTO6pa)KeHbI nocneagHme nonydvyeHHble 3Ha4YeHud, BpemMsa
nocnegHen NpPoOBEPKN, NSMEHEHNE U CCbIJTIKM Ha Fpa(bMKI/I, €CIMIN X MOXHO NOCTPOUTD;
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Pykosodcmeo no akcrnyamayuu PDU2

REM R-MCS Alarm status [l pa

REM R-MC3 Contraller name Hicropua
REM R-MC3 CurreniTime HcTopua
REM R-MC3 Firmware version AcTopuA

REM R-MC3 Guard system status [l

REMR:MCS Hardwars revision

REM R-MCS Hit sensor il

22) ona CMeHbl MHTepBana NpoBepKW MO dneMeHTaM AaHHbIX nepentn B COOp AaHHbIX >

LLlabnoHsl;
23) BbIGpaTh «3nemMeHTbl AaHHbIX» WabnoHa «Template. REM_ALL»;
M e U sy rn P T r——— eRre— [r— ans o
P DaHHBIX o AaHHE 26
Tpynnk: wabnoHos APC UPS Galaxy 3500 by SNMP Yane! cem  INeMeHTH TpHrreps Tpadue 3 TaHe: i
AAHHE 26
Ipynne! yaNo8 CemH
APC /3l CETH  3MeMeHTLs Tpurrepsi Tpagwsi 3 Manenw 1 06
LiaGnonw ASHHB
¥ank! CeTM APC UPS Sy SNMF YaNet CETM  SnemeHTH Tpurrepsl rpadn 3 Tananw 1 O
JASHHLE 26
DBy *HEaHN e
APC UPS Sy ¥ SNMP ¥arsi CETY  3neteHTs! Tpurraps paD Hen W
KoppensUpA coDuTHRA IAHHBL 2
Of-apyxetme Templale_REM_ALL SMEEHTY pad Manenu

naHHL 449

OnoBewLeHHa

24) B OTKPbIBLUEMCA CMUCKE 3JIEMEHTOB AAaHHbIX KITMKHYTb Hy)KHbIVI;

COOp AaHHKIX CurrantTime currentTime im
Ipynnut watnoxos Firmware version fw\ersion im
Mpynnl yanos cetm Guard system siatus guard im
LiafnoHet hitSensor
Yanu! cetw Hardware revision hwRevision im

25) B OTKpbIBLLUEMCS OKHE U3MEHUTb NapameTp «VHTepBan 06HOBMEHNs», YKasas udposoe
3HayYeHWe 1 napamMeTp «m» A1 MUHYT UMK «S» AN CEeKyHA;

SnemeHdThl AaHHbIX

Bee wadnosk | Template REM_ALL HNEMEHTRl LaHHb Tpurmeps

SNEMEHT SaHHLX

Wms | Hif sensor

Tin v opaLme

SKNMP OID

EQuHWLL HIMBDEHIR

SMNMP aresT

hitSensor

YMCNOEOH (LBnoe NONeEATENE

15296411140

13614

* MHTepaan ﬂﬁﬂnﬂ;‘lﬂ-—ht{ 10z

26) HaxaTb « OBHOBUTbLY N yoeauTbCa, YTO MHTEpPBA U3MEHUIICS.
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Pykosodcmeo no akcrnyamayuu PDU2 &m

i AJarm siamus aarm m
. COOop faHHbIX
Controller name controllerName im
Mpynnsl WabnoHos
CurreniTime currentTime im
(pynnL! Y3NoB CeTH
Firmware version fwVersion im

LLiaGnoHL

stem status guard 1im

Yanui cetm

. il sensor hitSensor =
Lot e 1

12. TpaHCcnopTUpOBKa U XpaHeHue

PDU B ynakoBaHHOM BuAe AONycKaeT TpaHCNOPTMPOBaHWE BCEMW BMAaMW TpaHcnopTa,
KpOMe HeoTannMBaeMblX WU HerepmMeTusMpoBaHHbLIX OTCEKOB CaMOMETa, Mpu YCnoBuMM 3aliuTbl OT
NPsIMOro Bo34encTBmsi aTMOCKEPHbBIX 0CAAKOB, B YCINOBUSAX:

— TemnepaTypa okpyxatoulero so3gyxa (—5...+60) °C;
—  OTHOCUTEeNbHasd BraXxHOCTb Bo3ayxa Ao 95 % npu temnepatype +35 °C;
—  MEexaHW4yecKkue BO3[AENCTBUSA He LOIMKHbI NpeBbiwaTth ycrosus rpynnel N2 TOCT P 52931-2008.

13. TexHn4yeckoe obcnyxuBaHue

PDU He HYyXOaeTCA B TEeXHUNYEeCKOM o6cny>|<|/|Bava| B Te4yeHue nacnopTtHOro nepuona
JKCnJ1yaTauunun. UckntoveHnem MOTyT ABNATbCA BUHTOBbIE KIEMMHUKWU, KOTOPbIE HeobxoaMmo
noaTArMBaTb Npu yxyalweHU KOHTaKkTa.
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