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CoMmONYX

1 MNoagknouyeHune

Wireless Network

BeeguTe mapons aIMHEHCTDATOpa:

TTonxmogerne

‘

BoiianTe B KOMNbIOTEPHYIO CETb A1 aBTOMaTUYECKOro noay4yeHus IP agpeca.

IP agpec no ymonyaHuto: 192.168.110.251, Maponb no ymonyaHuto: password;

2 CoctoAHMe

2.1 Obwme cBepeHus

Wireless Network

Hcnompsosanse maMATH:

Tloaxmogensa:

Cpexrse sEavenna sarpysse LIITY:

Bpexsz paGorsi:
TEKYINaR JaTa H EPeMA:

IP-anpec noxaneEO#H ceTH:
JloxansEa% MaCKa IONCETH:

Jloxamsrsri MAC-anpec:

4G IP-ampec:

4G Macxa moxcers:
4G Aapec mmosa:
4G cot:

4G =T ‘Th CHTHATZ:

Cepgep DNS:

WAN IP-azpec:
Macxa nozcers:
WAN MAC-azpec:
Anpec mmosa:

‘

2.1.1 CocTosiHMe ycTpoiicTBa

Mcnonb3oBaHue NamaATH, YNCNO NOAKIIOUEHUIA, cpesHMe 3HaYeHus 3arpy3ku LMY (1/5/15 MUHYT COOTBETCTBEHHO) .

2.1.1 CocTroaHUe BpemeHuU

153MB / 122.2MB (12.5%)
72/16384
0.58/0.89/0.81 (1/5/15 »m.)

0 zers, 0 gac., 51 ama.
2019/10/18 13:33 UTC=8

192.168.110.251
255, 55.0

74:96:37:0A:C2:AF

74:96:37:0A:C2:B0

Bpema paboTbl cMCTEMbI M TEKYLLAA AaTa U BPEMS o

2.1.3 LAN nopt

IP agpec nokanbHOM ceTn, macka noacetu, MAC agpec.

2.1.4 4G ceTtb

4G IP agpec, macKa nogcetu, agpec wntosa, cnot SIM KapTbl, WHTEHCUMBHOCTb CUTHANAo
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CoMmONYX

MpumeyaHue: no ymonyaHuio 4G poytep nepsbiM cunTbiBaeT SIM1 (HUXHWUI cnoT). Mocne ctapta 4G poyTepa, yHKUMA
Ping watchdog obHapy»K1BaeT cBA3b C ceTblo. EC/IM 0TBET He NoyYeH B TeYeHNE MAKCMMaNbHOTO Nepmnoaa BpemeHu, 4G
poyTep aBTOMATUYECKM NePe3anycTUTCA M aBTOMATMYECKKU NepeKkntoumTca Ha SIM2 ( BepXHUI CIOT), NPOAOIKUT
ob6HapyXeHue noc/e nepesarpyskm, NOKa CeTb He BOCCTAHOBMTCA. ITOT NPOLLECC 3aHUMAET OKOJI0 8-9 MUHYT.

2.1.5 DNS cepBep
DNS cepsep

2.1.6 WAN nopt (WAN nopt — gna noacoeaAUHEHMUA K BHELWHelN ceTtn )
IP appec WAN, macka nogcetn, MAC agpec WAN.

e ST - ~ Wireless Network

Vs xocta IP-anpec MAC-ampec ApeHna 3aKaRYHEBAeTCA
[RedmidA Redmi 192.168.110.134 C4:0B:CB:1A:96:B2 11h 56m |
Iandrold—cbthOe:lSdSci-tde 192.168.110.207 AC:38:70:7B:26:4C 11h59m|
TAie EOCTA IP-anpec MAC-anpec Ammlmfe TCP  Heaasmme TCP L'D_P
TOIKT. TOIKI. TIOIKT.
TD-954G2 127.0.0.1 unknown 0 0 3
android- 0 107 28-70-TRIE-
bb80e218d3¢54de 192.168.110.207 AC:38:70:7B:26:4C 0 0 66
(unknown) 192.168.110.254 (C8:60:00:C7:B1:40 1 64 0

Bbl MOMKeTe yCTaHOBUTb YacTOTy 06HOBAEHUA CTPaHULUbI, ANA 0TOBparkeHna uHpopmaumm o6 apeHae DHCP
No/sb30BaTENAMM N 06 aKTUBHbIX NOAb30BATENAX.
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2.3 CNnUCoK NoAKN0YEHUM

_ Wireless Network

N
L

UacToTa 0GHOBIRHHE: 2cex. Vv
Enenmms D 2 Azto ( ) v
TI0KA3BIELT. Tloxazs mo mMexE XocTa ¥
Proto Bmemmme loxatpanie Baitr OrzanoTlomyweno L7 Proto
udp 0.0.0.0:68 0.000 KBytes
255.255.255.255:61 0.976 KBytes

Sip TD-934G2:67 0.000 KBytes

= 25 55:68 0.320 KBytes

Coexerer n MeXTy TOKATHHEDNMH XOCTAMH H MADIIPYTHSATOPOM He
0T00paRAITCE.

1- Bbl moxeTe YCTAaHOBUTb YacCToOTy obHoBNEHMA CTpaHuUbl, USMEHUTb eAUHULY Tpad)m(a AaHHbIX, 0To6pa>KeHme MMEHU

xocTa, IP agpeca.

3 NMoaknoueHua

3.1 OCHOBHbIE HaCTPOIKK

B et A d £ ~ Wireless Network |

Hemonssosats nomxmouerHe: DHCP (TTposonsaz cets) ¥

AsTyamsasi [P-anpec:

& Tlonywerne 5 aperny sossx DHCP-ractoex
Texymmiit CPOK apesas! HCTeKaeT: s

Henomssosars nonssosarenscxni MAC-
aipec:
Tombsosaremscroe suaverne MTU:

IP-anpec MapmpyTHsaTOpa: 192.168.110.251
Macka mozcers:
DNS-cepzepa: Anpeca DNS-cepsepos npezocTaseEsse nposaiizepor ¥

| NameCoin/OpenNIC
TIpusymuTs xTHERTOS Henonssosars DNS-cepsepa Mapmpy THsaTOp2

Becnposoaroit pesns: Touxa goctyma (T) v

Pexcna paborar: N+G-B v

IlInprna xanana: 40MHz (2nd chan. below) v

MomrocTs nepegaranxa: Maxcuvamsaaz v (0 - 28dBm)

PunsTpanHE GeCOPOBOTHEIX YCTPOHCTE | saxpriTie ¥

no MAC-anpecy:

ez (SSID) Touks zocTyma: Todzair 4G
BecnposoarOi KaRaT: 1w
SammTa: TCYTCTEYeT ¥
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3.1.1 UHTepHeT/BHewHaa cetb WAN

DHCP (npoBoaHas ceTb) - WAN NopT NOAK/AOYAETCA K MapLLIPYTY BEPXHETO YPOBHA M aBTOMATUYECKM NOYYaEeT BHELLHNE
ceTeBble PeCypchl, pacnpeseneHHble MapLIpyTOM BEPXHENO YPOBHSA A8 A0CTyna K Internet, nnm Habupaer Internet uepes
4G SIM1.

NpumeyaHue: NHCTpyKLMA No ycTaHoBKe 4G SIM KapTbl:

1.Y6egutechb, uyto SIM KapTa NnoaaepsKnMBaeT ceTb MecTHOro onepartopa.

2. 3T0 YCTPOWCTBO NOALEPKMUBAET ABa c/ioTa gns SIM KapT (ogHoBpemeHHas paboTa gByx SIM KapT He noaaepKuBaeTcs,
OCYLLLeCTBNAETCA aBTOMATUYECKOe NepekntoyeHne mexay Asyma SIM kapTamu nocie nponagaHua cetu).

3.Pasmep SIM KapTbl CTaHAAPTHbIN. SIM KapTa BCTaBAAETCA KOHTaKTaMM BHU3.

— A i P o | ol /£ _ Wireless Network

Henomssopars noxxmoderne: PPPoE (TTposonmad cets) ¥

Mz nomssosarens:
Tlapome:

Merox nepenomxmrovesmz: ToxzepxHeaTs nonxmoTeEHe ¥
Heynammrx Ping-sanmpocos 2o

TIePeOIKTIONeHAE:

Harepeat Ping-sanpocos: 5 (cex.)
Henomssoars nomssosarensexiit MAC-

azpec:
Tlombsosarenscroe suauerne MTU:

IP-anpec MapmpyTHsaTopa: 192.168.110.251

Macka nocers:

DNS-cepsepa: Anpeca DNS-cepsepos npe1ocTaBIeEHbe Oposaiitepon ¥
«| NameCoin/OpenNIC
TTpsmymHTS XTHEETOE DNS-cepsepa MapmpyTHsaTOpa
BecnpoBoIHOR peint: Tosxa zoctyma (TD) v
Pesmg pabotel: N+G-B v
Illspusa xanata: 40MHz (2nd chan. below) v
MomrocTs nepexaramxa: MaxcuvaTssan v (0 - 28dBm

PrneTpanns GecIpPOBOIHEX YCTPOHCTE saxpuitHe ¥
1o MAC-anpecy:

PPPoE(npoBoaHan ceTb)- nogcoeanHute mogem K WAN nopTy, 3anonHUTE MMA NOAb30BaTeNs, Napoib U A03BOHUTECH B
Internet.
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Aoy _ Wireless Network

HenomssoBars noOKmOTERHe: | Static IP (Tlpozoaxaz cets) ¥ | |

Puxcuposanrsi [P-azpec: 10.1.1.10

Macxka moacers: 735253.255.0

1lInzos: 127.001
Hcnomssosars nonssosarenscrui MAC-

azpec:

Tlompsosarensckoe sHagerne MTU:

IP-anpec mapmpyTHsaTOpa: 192.168.110.251

Macka mozceTs:

DNS-cepsepa: Axpeca DNS-cepsepos npeocTasierszpie nposaiizepon ¥

«| NameCoin/OpenNIC
TTpEEyIHTS KIHEHTOE HemombsosaTe DNS-cepsepa MapmpyTHsaTopa

BecnposoaHOH pesns: Touxa zoctyma (T) ¥
Pesmg paborsr: N-GB v

1Tspesa xagata: 40MHz (2nd chan. below) ¥

MomrocTs nepenarnxa: Maxcrvameaas v (0 - 28dBm
PHIETpaNA GeCIPOBOIHLX YCIPOHCTE | saxpmte ¥
mo MAC-anpecy:
11aez (SSID) Touks zocTyma: Todaair_4G
BecnposoIEoi KaEaT: 11w i

o Wireless Network

Henomssosars DOIKTIOTERRE: SaKpEITHE v

IP-anpec MapmpyTHSaTOpa: 192.168.110.251

Macxa nozcers:

IlImos: 192.168.1.1

DNS-cepsepa: | Azpeca DNS-cepsepos mpedocTasersze mposaiizepoy ¥ |

¢ NameCoin/OpenNIC
TTpesyauTe KTHERTOE Hemomss05aTs DNS-cepsepa Mapmpy THsaTopa

BecnposoIEOH pesmn: Touxa goctyna (TD) v

Pexmas paboTe:: N+GB v

1lIspraa xasata: 40MHz (2nd chan. below) v

MomEocTs nepegaramxa: MazcinaTeaaz v (0 - 28dBm

PubTpamia GeCHPOBOTABIX YCTPOHCTE | sakpuie ¥

mo MAC-anpecy:

1Dz (SSID) ToukE zocTyma: Todaair 4G
BecnpoBoIHOi KaEaT: 1w
SammTa: Orcytersyer ¥
BrmourTs mupokosemanxe SSID: Bxmousts ¥

11s0m7AmmHA XIHEETOS NOIKTHOYSHERIX 0 SaxpmiTHEe VY
GecTIpOBOTHOMY KaHATY:
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3.1.2 okanbHas cetb /LAN
Monb3oBaTenn MoryT nsmeHaTb IP agpec mapwpyTtusatopa, macky nogcetu, DNS u apyryto nnbopmaumio.

¥ Toxansrss: DHCP-cepsep sxmozer
Juanasor DHCP

Hawansrsii IP-agpec 192.168.110. 100
Koreszenit [P-anpec 192.168.110.1250
Cpox neficrsuz axpeca 12 (=ac)

Baoxmposare MAC-anpeca, KOTOpEDM IIPHCEOEE cTaTHYeckHE [P-anpec, ecnu OHM NOIKMIOZAX0TCE ¢ ApyTHM [P
JobaprTs crateyecksi IP-atpec

Hostname 7
(optional) MAC P

002EKTD

Bri6pats mua xocta MAC-agpec s COHCXa TOIKTIOYEHHEX ¥

TIpucsoerntie [P-axpeca:

3.1.3 WiFi

Monb3oBaTeNM MOTYT U3MEHATb cTaTyc 6ecnpoBOAHON ceTu, BKAoYan pexkum WiFi, pexkum paboTbl, WWMPUHY KaHana,

MOLLHOCTb NepeAaTymKa, UMA TOUKM JOCTYNa, KaHan, WndboBaHWe, LUIMPOKOBELLAHUE.
dunstpoBaHne MAC agpecos WiFi — nonb3oBatenn  MoryT CaMoOCTOATENbHO PeAaKTMPOBaTb YepHbIin/6enbiit  cnncok
MAC agpecos.

3.2 DHCP cepsep
3.2.1 DHCP&Static IPs

MNonb3osatenu moryT oTKkpbiBaTb DHCP cepsep, ananasoH agpecos DHCP , Bpema apeHAbl, U Tak ganee. UAn U3MeHATb No

3aKasy nosb3sosaTtensa IP knueHTa.
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3.3 APN HacTpoiKu

OcrosasE
HACTPOHEH
DHCP
Ping Cropoxesoi
mec.
Crex nporoxonos IP(IPIPVE IPV4AVE):

Bpasmaay
2 R PLMN xoa(MCC=MNC):

SRR SR (HE 13 CERyIE
PEKOMEHIYeTCH HSMEeHeHHH): )

-

] o] o

Monb3oBaTeNIM MOTYT YCTAHOBWUTL HACTPOMKM cornacHo APN HacTpolikam onepatopa

Wireless Network

Brmrouesse BRIKTIOUEHAE: | Brmzomurs v |

APN:

PIN xox:

Mz nonesosarens:

TI2P0Th: Orobpazeme/ COKpEITHE

Cepradumeposannesi Trn(pap. chap,
both, none):

ampec: qg.com

Hurepeat 5o spenenn: lamvr v

HaCTPOHEH
APN nacTpoiEE

OcaosszEe
DHCP

®yHKuma Ping Watchdog obHapy»usaeT cBasb ¢ ceTbio. Watchdog nocbiiaet nepnoguyecku Ping nakeT B onpegeneHHbIi
agpec. Ecam nonyyeH HopManbHbIA OTBET-CETb B HAANUYUKU.  ECAM He NONYYEHO HMKAKOro OTBETa B TeYeHue
MaKCMMaIbHOTO MPOMENKYTKa BpemeHu, 4G poyTep aBToMaTMYeCKM nepesanyctutca. Mocne nepesanycka obHapykeHue

cetTu BO306HOBUTCA A0 NOTHOro BOCCTaHOBNEHUA.
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4 bpaHamayap

4.1 OrpaHuyeHUA NOAKIIUYEHUN U 3anpeTbl

S

‘Wireless Network

MaxcuvambHoe
KOTHYeCTE0
TOOKMIOUeHHH:
Taitnayr TCP:
Taitnayr UDP:

16384 (aaxcmays 16384)
7440 cexvEna (Maxcmaym 7440)
180

cexyEna (Maxcmaynt 3600)

e oy

Wireless Network

Hozoe orpasuzerse:
Omizcarse npasuIa:
TlpmenzeTca

Pacnucanmue:

3anpemerHrle ceTeske
pecypeet:

Texymue orpassyerHs:

Hosoe uckmogenne

Omicanse HCKMOUeHHA:

Hexmouenne otHoCHTCA
X

Pacmucanmue:
Paspemenntie cetesse
pecypesl:

Been v
¥ Becs zemp ¥ Kament nens
¥ TIoTEOCTE!0 ZOCTYTL K CETH

J0GaBHTL HOEOE MPABHIO

Beexs v
¥ Becs nems ¥ Kamaent nens

| TIoTHOCTE! ZOCTYT K CeTH

Jo6aBHTs HOEOE IPABHI0

Texymse HCKTIOUEHHR
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5 Cucrtema

5.1 HacTtpoiiku goctyna

A | A | ~ Wireless Network

TIpoTokon 5e6-aIMHHECTPHPOSAHER: HTTP & HTTPS v

Jloxanerssi mopr HTTP: 30

Jloxansrzni mopr HTTPS: 443
Vaanémmsnt nocTyO K OrxmousE0 v
AIMHEHCTPHPOBARHIO:

3 R 3
JmmTemsHOCTS Ceanca 5e6-CecHH: 15 am.

OTEmOTHTS NaPONEEY0 SAMKETY Z0CTVHA K sed-uETepdeticy(He pekovernyercal)

Jloxamsreni mopr SSH: 22

Paspemuts yranésss zoctyn oo SSH
Vaanésmei nopr SSH:

MaxcmaTsHoe KOTHIeCTB0 NOMETOR
VA2TEHEOTO MONKTIOZERHA:

Hossii napoas:

TloarsepmuTe napoms:

Monb3oBaTeNM MOTyT U3MEHATb HAaCTPOMKK Npasmn focTyna B WEB, HacTpoliku gocTtyna SSH, naposnb.

5.2 HacTtpoiika BpemeHun

! _ il A d £ _ Wireless Network

Jaramspesa: 2019/10/18 16:12 UTC+8

Yacopoi moac:

'Ez(; ~08:00 China, Hong Kong, Singapore, Taiwan, Russia v |

$opmar 3aThI:
yyymmdd ¥

NTP-cepsepa:

Asux v

10/12



CoMmONYX

YcTraHoBUTE COOTBETCTByIOLLI,Ml‘/'I YyacoBom noAc,

YCTaHOBMWTCSA, HACTPOMKM BCTYNAT B CUAY.

dopmat gatbl u NTP cepBep. Mocne Toro, Kak BHELWHAA ceTeBan CBA3b

5.3 BoccTaHOBAEeHUe

Wireless Network

Hacrpoixs noctyna
Hacrpoiixa Bpeness

BoccTaHoBNEHME HAacTpoek no ymonyaHuio B Web nHtepodelice.

AnnapaTHoOe BOCCTaHOB/IEHNE HACTPOEK MO YMOMYAHUIO- Ha*KMUTE KHOMKY cbpoca B TeyeHue 8-10 cekyHa,.

5.4 O6HOBNEHME NPOLUMBKMU

 Wireless Network

Bepcux:

BriGepute datin ¢ IPOIIHEXOH:

OGz=osETE

TD-934G2 ZR1.22-20190831

Buibepute thain | $aiin He BEIGpan
Paii NPOMKEKH JOMASH OHITh OObeeHEHHENM . Img-Gatnon

TlonmeiTaTca COXPAHKTD HACTPOHKE

BbibepuTe dain c npownBKom
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5.5 MNepesarpyskKa

adoerlad A= _ Wireless Network

Ilepesarpysame >
} Hemompbsyerca pacmucanue v \
Yerpoiicrsa Gyaer EmenmesEo ¥
Tepesarpy&en: S . '
B onpexenérsoe spensa: 12:00 AM X

Brxon
e —

Mepesarpy3uTte cpasy UAN HACTPOMTE NepesarpysKy No pPacnmucaHuio.

6 Bbixopa

BbinonHUTe AnA BbIXxoAa U3 CUCTEMbI
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